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About EdgeFusion Server User Guide

The EdgeFusion User Guide provides information on how you can manage the K4 Edge
server.

Intended Audience

This guide is helpful for both beginner and experienced system hardware engineers who will
be installing, commissioning, and monitoring the K4 Edge server.

How this Guide is Organized

This guide includes the following chapters.

1. Installing K4 EdgeFusion Server. This chapter provides an introduction to the K4 Edge
server and its interfaces. In addition to this, the chapter provides steps to install the K4 Edge
server on the vessel.

2. Commissioning K4 Edge Server. This chapter provides the steps to commission the K4
Edge server.

3. Monitoring. This chapter provides the steps to monitor the K4 Edge server after the K4 Edge
server installation.

4. Debugging. This chapter provides the steps to debug and resolve the issues raised by the
clients.

Convention used in this Guide

The following conventions are used throughout the guide.
e ltalic Figures and tables links are in italic.

e Bold Buttons and the name of the pages are in bold.




K4 Support

If you face a problem while installing or commissioning the K4 Edge Server, then you can
connect to the K4 support through the following channels to resolve it.

e Mail. You can send us your problem to support@k4mobility.com

e Phone Call. You can talk about your problem with the K4 support, call 1-800-964-2084.




1 Installing K4 EdgeFusion Server

The K4 On-vessel Equipment is logically and physically connected to WAN equipment on one
side and connected to the LAN of the yacht or vessel on the other side. For configuration, see

Figure 1-1
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Figure 1-2 shows the network topology of the ship.
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Figure 1-2 Network Topology

For more information on the network topology, see the K4 Edge server user manual or contact
K4 Mobility.

1.1 Unboxing K4 EdgeFusion Server

K4 EdgeFusion server is a robust steel body server and shipped to the location with utmost
care. The weight of the EdgeFusion server is less than 16 Ibs. However, the weight will vary
based on the configuration. Following are the dimensions of the server:

HxW xD = 3.5 (2U) x 16" x 18’

Airflow input is available on the right-hand side of the server and top of the server for the
efficient inflow of the air in the server. Exhaust is installed on the left-hand side of the server to
keep the server cool for efficient performance of the server.

It is highly recommended that the server room temperature be maintained between 10°C (50°F)
and 28°C (82°F) as well as humidity less than 90% non-condensing. It is essential to maintain
optimal temperature and humidity in the server room. Overheating of the server may damage
the server.
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Installing K4 OneBox Server

1.2 K4 EdgeFusion External Ethernet Port
Connections

EdgeFusion server comes with multiple ports physically located front and rear of the

server. Figure 1-3 shows the front view of the server.

Figure 1-3 Front View

Figure 1-4 shows the front connectors of the server.
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Figure 1-5 shows the rear view of the server.
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Figure 1-4 Front Connectors

Figure 1-5 Rear View
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Figure 1-6 shows the rear connectors of the server.
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Figure 1-6 Rear Connectors

Table 1-1 describes the Ethernet Interfaces that are available on the K4 server. For a rear view
of the server, see Figure 1-6.

Table 1-1: Ethernet Interfaces Usage Information

To be used to connect the
maintenance laptop to the
connection point to
EdgeFusion. To be used for
server setup to provide
DHCP IP to the Laptop.

Front RJ45 (J1) || Maintenance port

To be used for WAN

Ethernet.

WAN 1 (J39) WAN port 1 .. .
This is Ethernet Hardline at
the dock.

WAN 2 (J40) WAN port 2 To be used for WAN

Ethernet.

To be used to connect

st
VSAT Management port from the 1 VSAT1 Antenna Control Unit

VSAT1(41) |l 16200 / VSAT Modem to the ACU.

(ACU).
VSAT Management port from the 2" To be used to connect
VSAT 2 (342) iQ200 / VSAT Modem to the ACU. VSAT2 ACU.

14



Installing K4 OneBox Server

To be used for primar
LAN 1 (J43) LAN port 1 connectivity to EAN. ’
Secondary LAN -
LAN 2 (J44) LAN port 2 Active/Active Primary - TBD.
USB Interfaces for peripheral To be used for K4
USB - .
connectivity (keyboard, mouse) maintenance.

Table 1-2 describes the Ethernet Interfaces that are available on the K4 server. For a rear view
of the server, see Figure 1-6.

Table 1-2: Radio Interface Usage Information

GPS (1x female

SubMiniature GPS Rx Antenna, power provided via To be used to provide
version A coax and one LTE modem. details about position.
(SMA)

Wi-Fi (2x 802.11 ac/a/b/g/n 2x2 MIMO, 1166 To be used to provide
female SMA) Mbps marina Wi-Fi access.

LTE 1-4 (x 4x Sierra Wireless CAT12 LTE Modems || 10 P8 used to access LTE 1,
female SMA per (EM7565) - 600/150 Mbps per modem LTE 2, LTE3 and LTE 4
LTE modem) PSP ' ports.

VSAT 1-2 (2x

female F-Type . To be used to access VSAT
75 Ohm per 2x1Q200 modems. 1 and VSAT 2 ports.

VSAT modem)

15



1.3 SIM Orientation for EdgeFusion Server

It is essential to insert the SIM in the correct orientation in the SIM slot on the EdgeFusion
Server. Incorrect SIM insertion orientation will damage the SIM or SIM will not work.

You must insert the SIM with the gold-plated side facing the circuit board infused in the SIM slot.
For the gold-plated side of the SIM, see Figure 1-7.

Figure 1-7 SIM

The EdgeFusion Server has a SIM bank that includes multiple SIM slots. The SIM orientation
will vary based on the odd and even number of the SIM slots.

You must insert the SIM with the gold-plated side facing down in the odd numbered SIM slots,
see Figure 1-8.

16



Installing K4 OneBox Server

Figure 1-8 Gold-plated Side Face Down Orientation for Odd Numbered SIM Slots

You must insert the SIM with the gold-plated side facing up in the even numbered SIM slots,
see Figure 1-9.
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NSAT SN

A735A012-009A28

Figure 1-9 Gold-plated Side Face Up Orientation for Even Numbered SIM Slots

1.4 Preinstalled Interfaces on EdgeFusion
Sever

The EdgeFusion server comes with the following preinstalled interfaces.
e Very Small Aperture Terminal (VSAT)

e Long-Term Evolution (LTE)

o  Wi-Fi

18
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e Ethernet WAN Interface (Marina hardline)
e Ethernet LAN Interface

e Voice over Internet Protocol (VolP) Adapter

1.4.1 VSAT Interfaces

EdgeFusion will support up to two VSATs i.e., VSAT1 and VSAT2. In addition to this, EdgeFusion
will have built-in advance iDirect iQ200 VSAT modems with the following basic capabilities.

o DVB-S2 (up to 45 Mbps) / DVB-S2X (up to 100 Mbps) outbound.
e Supports a full range of DVB-S2X MODCODS up to 256APSK.

o Adaptive TDMA up to 15 Mbps, 16QAM

o Ideal for both fixed and mobility applications.

e Security features with 256-bit AES Link Encryption.

e 10 MHz and 50 MHz references for BUC compatibility.

e Open AMIP compatibility for ease of integration.

e Optimized Layer 2 and Layer 3.

Both the modems are preconfigured. For details, see Table 1-3.
Table 1-3: VSAT Modem Configuration

LNB Support This is for 22 KHz tone for High / Low band.
If Interface, Impedance Type “F”, Zo=75 Ohms.

Frequency Transmit 950 - 2150 MHz

Range Receive 950 - 2150 MHz

Tuning Step Transmit 10 Hz

Size Receive 55 KHz

e Pmax of +0 dBm to Pmin of -35 dBm.
e Max composite wide band receive level

Transmit

RF Power e 5 dBm for symbol rates. 45 Msps.

Receive, Maximum || « 10 dB above wanted signal power level for
symbol rates > 45 Msps.
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e Minimum Receive Level: -115+10*log
_ o (Fsym(sps)) single carrier
Receive, Minimum _ . . _
e Receive adjust-ability- AGC Dynamic Range
adjustment
1 KHz -85 dBc/Hz
Tx SSB Phase Noise 10 KHz -95 dBc/Hz
100 KHz -90 dBc/Hz
1 MHz -110 dBc/Hz
Receiver Noise Figure 15dB
Transmit Carrier Suppression <-35dBc
Discrete Spurs and Harmonic Content Ig;ggﬁ (900-2150 MHz), with output at -30 dBm:

1.4.2 LTE Interface

The K4 EdgeFusion contains Sierra Wireless CAT12 EM7565 4G LTE radios/modems. For
details about the modems, see Networking Modules | 5G NR, 4G LTE, LTE-A Pro | Sierra
Wireless. It has global support and supports the entire LTE band.

Ideally, the LTE antenna should be installed above the deck of the vessel and adhere to a single
LTE modem to a single LTE antenna connectivity policy. This will enhance the performance and
reliability of the LTE system on EdgeFusion. K4 recommends the following LTE antennas.

o Poynting 402 Multiple Input Multiple Output (MIMO) antenna has diverse 2x2 antenna ports.
Therefore, 4x Poynting 402 w/ 2x ports (8x total LMR cable runs) can be installed to
optimize LTE performance and redundancy. For details about the OMNI 402 antenna, see
OMNI-402 or copy and paste the https://poynting.tech/antennas/omni-402 link in a browser.

e Similar in performance to Poynting 402 antenna, cylindrical and smaller Venteve MIMO LTE
antenna 698-2700MHz 2/4dBi LTE Omni Surface Mount Antenna with 2 SMA Connectors
can be installed. For details about the antenna, see Mount Antenna or visit Venteve.
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e Venteve Single Input Single Output (SISO) LTE antenna model 698-2700MHz 6/7dBi LTE
Fiberglass Omni Antenna with 1 N-Style Connector has an edge over other antennas due to
its relatively long stick but it is the uniform antenna. For details about the fiberglass antenna,
see Fiberglass Antenna.

If EdgeFusion is installed higher up in the vessel with few obstructions (e.g. SunDeck cabinet)
then paddle antenna and/or cylindrical and smaller Venteve MIMO LTE antenna can be
mounted to the rack to ease installation.

It is highly recommended that before installing the LTE antenna on the vessel you consult with
K4 about the LMR cable sizing, lengths, and connectors to be used.

EdgeFusion LTE radios are designed to use one of the SIMs from the SIM Bank of 12 SIMs
that are preinstalled on the EdgeFusion. Using the Cellular mobility software of K4 EdgeFusion,
SIM/LTE radios can be configured. For this, K4 may require limited technical input or
specification from the operator.

NOTE: K4 will provide 12 SIMs either installed in the SIM Bank from the factory, or a
SIM BOX will be provided with installation instructions to install 12 SIMS into the
K4 EdgeFusion SIM Bank.

1.4.3 GPS Interface

The GPS antenna must be connected to the J28 port. Positioning data is critical to assure
reliable LTE, VSAT, and Wi-Fi modem usage by the K4 Edge Service. GPS antenna interface is
a female SMA, and the antenna utilized should have an integrated LNA powered via the Coaxial
cable connection. The minimal gain from the GPS antenna (w/ LNA) should be 25 dBm. For
details, see SPECIFICATION.

1.4.4 Wi-FI Interface (Marina Wi-Fi)

The EdgeFusion supports a single Wi-Fi client radio. This can be used to provide Marina Wi-Fi
access to EdgeFusion. The Wi-Fi radio supports 802.11ac/n/b/g/a, with the radio being 2x2 and
can support a maximum data rate of over 1 Gbps. The Wi-Fi modem supports the 2x female
SMA connections. It is highly recommended that both ports must be connected and above the
deck GPS antenna must be installed for optimal performance.

K4 recommends the following above the deck GPS antenna.

e Single Ventev 3x3 2.4/5Ghz 4/6dBi Wi-Fi Omni Antenna with 3 N-Style Connectors antenna
dome. Use the first two ports of the three available ports. Connect SMA female to
EdgeFusion and terminate N-type on the antenna. For details, see Wi-Fi Antenna.
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e Two Venteve 1x1 2.4/5Ghz Omni-antenna sticks would require two 2.4/5GHz 4/7dBi Wi-Fi
Omni Antenna with | N-Style Connector. For details, see Antenna Stick.

e Two Poynting 1x1 2.4/5Ghz OMNI-496 antenna sticks. For details, see OMNI-496.

1.4.5 Ethernet WAN Interface (Marina
Hardline)

Ethernet WAN interface can be set up as a DHCP Client (ideal case) or even a static IP
configuration. The Ethernet configuration from OneBox is a 1000baseT Copper interface that
can negotiate the supported Ethernet rate.

If a 1000baseSX fiber interface is needed, then it is highly recommended to introduce a copper
line to fiber Ethernet converter. That model can be considered as it will be transparent to both
ends of the link.

K4 recommends procuring the following.

e TP-Link Gigabit SFP Fiber Media Converter - MC220L - Network Adapters. For details, see
Network Adapters.

e SFP - TP-Link TL-SM311LM - SFP (mini-GBIC) transceiver module-GigE - TL-SM311LM -
Network Adapters. For details, see SFP.

1.4.6 Ethernet LAN Interface (LAN1)

If VLAN on the vessel requires internet access or if the OneBox supports various LAN services
such as - DHCP, DNS, and Inter VLAN routing services, then K4 needs detail about the yacht’s
LAN. However, every VLAN-s in the yacht’'s LAN would map to one of the following.

e To a group of endpoints connected on Ethernet.
e ToaWi-Fi SSID.
This is an example.

Using an 8-port managed VLAN-aware switch, LAN is installed on a yacht. For a sample, see
Figure 1-10.
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Figure 1-10 Yacht LAN

The reference to the Router in the above picture refers to the K4 Edge Server.

For details, see Table 1-4.
Table 1-4: Yacht LAN Information

These are access ports.

An access port is a port that sends and receives untagged Ethernet
frames. These are considered to belong to that VLAN whose access port
is a member.

These are trunk ports.

A trunk port is a port that sends and receives tagged Ethernet frames for
T the entire VLAN tags that are marked as allowed.

The trunk port can also send and receive untagged frames. These are
considered to belong to the VLAN tag marked native to that trunk port.

1.4.7 Voice over Internet Protocol Interface

K4 EdgeFusion supports a single VolP adapter, Grandstream HT818 [8-port POTS voice
gateway FXS RJ-11 ports], see J29 — J36 ports on EdgeFusion server. The VolP adapter
converts POTS on-vessel between OneBox and the PBX to/from a VolP data stream (SIP and
RTP) off vessel over the WAN interfaces available to OneBox.

EdgeFusion can send the VolP traffic over any WAN / Link based on the configuration of the
system.
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Every FXS port provisioned and connected to the PBX will have a configured PSTN number
associated with it. Therefore, any extension connected to the PBX and mapped to use that FXS
port/line will use the associated PSTN on that port for inbound and outbound calls.

Managing PBX will breach the scope of K4. Therefore, PBX must be managed separately and
mapping must be done there. Ideally, 2 POTS lines are provisioned on a vessel, and 10-50
extensions are available on a yacht or vessel, see Figure 1-11.

Below Deck ,
]
i
Kalalysl Onebox '
1
—————————————— :
K4 Edge OS SDWAN—; - Internet
i
S ]
4L I
i
]
]
!
]
- Grandstream !
. |  HTs18 :
Typical 2 lines :
Many Phones - ! Above Deck
group rning

Figure 1-11 Basic OneBox FXS connectivity to the onboard PBX

NOTE: K4 Edge OS supports SDWAN functions; the VolP data stream can utilize any WAN
interface for VolP services.

1.5 Installing K4 EdgeFusion Server

To install the K4 server, perform the following steps.

1. Mount the EdgeFusion server over the wall or suitable location near the physical antenna
using the mounting flanges.

2. Tighten the server with screws.

NOTE: Mounting flanges and screws are also provided by the server rack.

3. Connect the server to UPS to maintain the uninterrupted power supply to the server while
main or input power to the server fails.
It is highly recommended to use and connect the 5P550R | Eaton 5P UPS | Eaton UPS to
the EdgeFusion server. For details about the UPS, see Eaton UPS.

4. Plug in the AC power cord of the server to UPS and connect the other end to the connector
J49 located at the rear of the server.
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The server has an internal 250W ATX-style power supply with an AC power cord. This
consumes 75 watts per hour. Table 7-5 describes the voltage and rating of the server.

Table 1-5: Voltage and Rating

AC Line Voltage 88 - 264 VAC

AC Line Frequency 47/63 Hz

5. Connect the VSAT1 and VSAT2 to J24 — J27 ports.

External antenna and ACU must be connected to Radio and Ethernet ports of the
EdgeFusion iQ200 VSAT modem, see Figure 1-12.

Below Deck

Katalyst Onebox
WVSATL
VSAT1 R
GE)  ®rp) ﬁw
WAl 2
(GE) GE Intellian
VSAT1 Switch ACU .
(GE) !
]
Intellian ACU/OneBox :
Ethernet is the VSAT

| Above Deck

management network.

Figure 1-12 Radio and Ethernet connection between VSAT modem and ACU

NOTE: ACU/BDU may vary for every yacht.

K4 EdgeFusion will append source network address translation (NAT) in the entire client/
server data for uplink transmission by mapping an IP address to this port before routing the
data packet to the network.

6. Connect the LTE antenna/modem to the J16-J23 ports. For connectivity, see Figure 1-13.
EdgeFusion will utilize only LTE radios/modems attached with LTE antennas.
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Figure 1-13 EdgeFusionConnectivity with LTE Antenna

K4 EdgeFusion will append source NAT in the entire client/server data for uplink transmission
by mapping an IP address to this port before routing the data packet to the network.

Install the GPS antenna and then connect the antenna to the J28 port on the EdgeFusion
server.

Install the above deck Wi-Fi antenna and connect to the J47 and J48 ports.

If the above deck Wi-Fi antenna cannot be installed, or the EdgeFusion is mounted near the
top of the yacht or vessel, then one of the following antennas can be mounted.

2.4/5GHz 4/6dBi Wi-Fi Omni Antenna with 3 N-Style Connectors to the top of the cabinet.
The antenna is 6x7 inches and cylindrical in shape.

Or,

Two paddle antennas can be mounted on the back of the EdgeFusion system. It is highly
recommended to mount Panorama PWB-24-58 Dual Band 2.4/5.0GHz Wi-Fi Terminal
Paddle Antenna and PWB-24-58-RSMARYV - Network Antennas. For details, see Paddle
Antenna. For connectivity, see Figure 1-14.
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Figure 1-14 Wi-Fi Connectivity

K4 can scan/configure/accept, or pre-configure profiles with priority.

K4 EdgeFusion will append source NAT in the entire client/server data for uplink transmission
by mapping an IP address to this port before routing the data packet to the network.

9. Connect the Ethernet WAN Interface to the EdgeFusion server.
K4 EdgeFusionwill append source NAT in the entire client/server data for uplink transmission
by mapping an IP address to this port before routing the data packet to the network.

10. Connect LAN1 to the J43 port on the EdgeFusion server.

11. Connect ship’s LAN to a Multilayered Switching Framework (MLS) that is connected to the
Wireless Access Points directly or through a WAP POE Switch, and to wired devices.

12. Connect a trunk of MLS to the EdgeFusion server for visibility of LAN network, be it local
(layer 2 visibility - observes client MAC addresses) or routed whereby the MLS terminates
the L2 and routes client IP to the EdgeFusion server.

13. Connect VolIP adapter to the J29-36 ports.

The K4 EdgeFusion server is installed successfully.
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2 Commissioning K4 Edge Server

Using the vessel’s LAN, multiple devices connect to the internet on a vessel. Therefore, the
vessel will incur huge costs and uncontrolled usage of limited bandwidth. K4 equipment will
enable you to define and enforce flexible and granular policies. You can enforce the policy to
the following.

e Individual user
e Groups of users
e Groups of devices

Using the K4 Edge Configuration Wizard you can commission the Edge server. You can access
the wizard on various browsers such as - Microsoft Edge, Google Chrome, Mozilla Firefox, or
Apple Safari.

The steps specified to commission the Edge server in this chapter are limited to version 5.3.6.9
of the K4 Edge Configuration Wizard. Therefore, before commissioning the Edge server you
must verify the version of the K4 Edge Configuration Wizard. You must procure the following
information from your organization.

e Authentic URL
e User name or login ID
e Login Password

You must perform the unique seven (7) steps to commission the K4 Edge server for the vessel.

2.1 Getting Started

2.1.1 Log On to K4 Edge Configuration
Wizard

This section describes how to log on to the K4 Edge Configuration Wizard.

To log on to the K4 Edge Configuration Wizard, perform the following steps.

1. Open a browser.

2. Enter the authentic URL of the K4 Edge Configuration Wizard in the address bar of a
browser. The Login page appears, see Figure 2-1. To enter data in the respective fields, see
Table 2-1.
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Or,

Enter http://10.254.240.1/ in the address bar of a browser. The Login page appears, see
Figure 2-1. To enter data in the respective fields, see Table 2-1.

Login

Username

Keedge .

Simple. Reliable. Powerful.

Forgot Password?

© 2021 K4 Mobility Inc-All Rights Reserved. | Edge Version v5.3.6.9 (Official Build)

Figure 2-1 Login Page

Table 2-1 Login Information

Username Enter your username or login ID.

Password Enter your login password

The LOGIN button becomes available.
3. Click LOGIN.

While configuring the K4 Edge server for the first time, it is mandatory to configure the
configure security questions. Therefore, the Security Questions pop-up window appears,
see Figure 2-2.
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Answer

Answer

Answer

1 What was the name of your first/current/favorite pet?

2 Which phone number do you remember most from your childhood?

3 What is your favorite color?

CAMCEL O

o

Figure 2-2 Security Questions

It is mandatory to answer the entire security question. Once the security questions are
answered, save the answers or note down the answers or remember the answers and then

click OK.

NOTE: Security questions intend to validate the user. While resetting the login
password, you will be asked the security questions. You are required to answer
the security questions correctly. You can refer to the answers that you have
saved. An incorrect answer may lead to restricting the access of the K4 Edge

server.
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Configuration Wizard (K4-ILOB3) a

Start

Welcome to K4 Edge Configuration Wizard!

Summary of Pre-Requisites

Please ensure that WAN provisioning is completed as defined in Section 3 of the K4 Mab

: Edge Server Installation Manual prior to ioning the Edge Server

Every WAN System is up and confirmed operational as per the procedures defined in Section 3 of the "K4 Mobility Edge Server Installation Manual”, the WAN Modems are configured on the
Ethernet link back to the Edge Server in the following manner

1. WAN Modems are configured as network address translating [NAT) access router.
2. Make sure that Edge Server gets an IP Address from the WAN Modeme
3. The IF address ranges used by each WAN Modem (Access Router) do not overlap/conflict with any other networks on the vessel connected to Edge Server.

Figure 2-3 Home Page

The home page is the first step page to create the WAN profile.

To understand the home page, see Figure 2-4.

Vessel Name Notification More

Configuration Wizard (K4-ILOB3) a

Start WAH Links Aceess Netwerks WAN Profiies

T
Steps to Configure K4 Edge Server

Welcome to K4 Edge Configuration Wizard!

Summary of Pre-Requisites

Please ensure that WAN provisioning is completed as defined in Section 3 of the K4 |

er Installation Manual prior to g the Edge Server

Every WAN System is up and confirmed operational as per the procedures defined in Section 3 of the "K4 Mobility Edge Server Installation Manual”, the WAN Modems are configured on the
Ethernet link back to the Edge Server in the fallowing manner.

1. WAN Modems are configured as network address translating [NAT) access router.
2 Make sure that Edge Server gets an IP Address from the WAN Modems.
3. The IP address ranges used by each WAN Modem (Access Router) do not overlap/confiict with any other networks on the vessel connected to Edge Server.

Next

Connect to K4
Mobility Support

Figure 2-4 Classification of Home Page

The home page includes the following sections.

e Vessel Name. The name of your vessel is displayed at the top of a page.
¢ Notification. This displays the system alerts.

e More. This includes additional options.

e Steps to create the WAN profile.
2.1.2 Logout

To logout from the wizard, click the vertical ellipsis and then click Logout, see Figure 3-3.
Perform Step 2: WAN Links.
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2.2 Step 2: WAN Links

Details about the WANs connected to the K4 Edge server become available on the WAN Links

page.

To view details about the WAN links, perform the following steps.

1. Click ™ on the Start page or click WAN Links. The WAN Links page appears see Figure

2-5.

- |

o000

o

Configuration Wizard (K4-1LOB3)

I S e o

Last Updated at: 2021-06-22 225452 (%

N - I R B

(- |

e

Figure 2-5 WAN Link Page
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Configure Probe Settings - Ethemnet X

Probing Profiles

O Always Up

@ Default Probing
O Slow Probing
O Fast Probing

(O Custom Probing

Probe Settings

Probe Method

ICMP

Probe Frequency (sec)

Link Up Counter

Link Down Counter

Cancel

Save

Figure 2-6 Configure Probe Settings

Return
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Peplink Access Details 4

Login

Password

©

GPS Enabled ?

Save

Figure 2-7 Peplink Access Details

Return

Speed Test Results - Ethernet x

| UL:939.01 Mbps DL:926.32 Mbps

Test Run at 2021-06-10 22:31:46

Figure 2-8 Speed Test Result
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LTE 2 Configuration 4

Configure Static IP

IP Address/Subnet Mask

Gateway Address

Save

Figure 2-9 Static IP Configuration of LTE

Return
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Ethernet/Hardline Configuration »

Configure Static IP

IP Address/Subnet Mask

Gateway Address

Save

Figure 2-10 Static IP Configuration of Ethernet or Hardline

Return
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VSAT 1 Configuration b 4

Configure Static IP

IP Address/Subnet Mask

Gateway Address

Save

Figure 2-11 Static IP Configuration of VSAT
Return

If the status of the WAN link is Up, then the various details such as — WAN link, state of the
link, IP address or Subnet Mask populates on the WAN Links page. For details, see Table
2-2.

Table 2-2 WAN Links Information

This indicates the WAN links || To configure the static IP of a WAN
that are available on the link, perform the following steps.

vessel. 1. Click a WAN Link. The WAN
Configuration pop-up window
appears. For LTE, see Figure 2-9. For

You can configure the static
IP address of a WAN link as

WAN the Static 1P h_as advantages Ethernet/Hardline, see Figure 2-10.
and the following are a few For VSAT Fi 211
advantages. or » See Figure =-2-.

« Easy to manage with 2. (?Iick Yes in the Configure Static IP
DNS. field.
e It would be easier to work || 3. Enter the IP address and subnet
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remotely through a VPN
or other remote services
using the WAN link.

e |tis reliable to access the
geo-location based
services using the WAN
link.

e |tis reliable for audio and
video communications
through VolP using the
WAN link.

mask number in the IP
Address/Subnet Mask field.

4. Enter the gateway address in the
Gateway Address field.

5. Click Save.

Alias

You can give an alias name
to the entire WAN link.

To configure the alias name, perform
the following steps.

1. Click to the corresponding WAN
link.

2. Enter a unique alias name of your
choice.

3. Click v .
Alias name of the WAN is saved.
Or,

To exit without giving an alias name,
click .

Internet State

This indicates the current
status of the WAN link.
Following are the statuses of
the WAN link.

e Up. This indicates that
internet connectivity is
available on the vessel.

e Down. This indicates that
internet connectivity is
not available on the
vessel.

NA

Eth State

This indicates the maximum
capacity of the respective
Ethernet cable connected to
the server.

NA
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IP This indicates the address of
Address/Subnet || the network, host or device NA
Mask address, and subnet number.
This indicates that the Click the IP address link. You will be
mtgrnet modems and routed to the URL of the company.
switches on the VLANSs can ) ]
be reached through the To procure details and services (data
gateway address. The consumed by the WAN link and signal
Gateway hardware is provided by the strength etc.) offered by the respective
Address respective companies or company or vendor, click peplink.
vendors. The Peplink Access Details pop-up
The K4 boxes connect to the window appears, see Figure 2-7. Enter
network of the companies or the required details in the respective
vendors to establish internet fields and click Save. You will be routed
connectivity on the vessel. to the URL of the company.
This indicates the initial DNS
used by the device to convert
the name of the host to an IP
DNS Server address. NA
However, a maximum of
three DNSs’ can be
configured.
To configure the probe settings,
perform the following steps.
1. Click to the corresponding WAN
Latency indicates the delay link. The Configure Probe Settings
between the action and pop-up window appears, see Figure
response in milliseconds. 2.6.
|
Probe/Latency NOTE: Latency is 2. Click a probing profile in the Probing
(ms) available for the Profiles field.
WAN link whose To procure details about the probing
status is Up. profile, point the mouse to @
You can configure the probe Details about the probe profiles
Settings for the WAN link. become available.
To disable the probe, select the
Always Up profile of the profile.
Disabling the WAN link probe will
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expose the following threats.

¢ Reduce the probe rate to a few
times an hour

e The speed test will be disabled

o It will also impact the WAN link
usage and reliability.

Therefore, it is highly recommended
that don’t disable the probe. However,
the WAN link can be disabled for high
costs low priority links.

3. Configure the following probe settings
in the Probe Settings field.

e Probing Method. Click one of the
following probing methods.

e ICMP. This engages lesser
bandwidth to do a probe. However,
many WAN access networks may
block ICMP to evade the potential
security threat.

e HTTP.

e Probe Frequency (sec). Enter the
probe frequency at which the probe
to be performed.

If you select the Default Probing,
Slow Probing, and Fast Probing
profile of the probe, then the probe
frequency and link up and down
values will become available.

To define the probe frequency, you
must select the Custom Probing
profile of the probe and enter the
probe frequency within the range of
1 to 3600.

e Link Up Counter. Enter the count of
the probe to be observed at the
configured probe frequency to deem
that the WAN link is up.

If you select the Default Probing,

Slow Probing, and Fast Probing

profile of the probe, then the probe
frequency and link up and down
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values will become available.

To define the link up counter, you
must select the Custom Probing
profile of the probe and enter the link
up counts within the range of 1 to
100.

e Link Down Counter. Enter the count
of the probe to be observed at the
configured probe frequency to deem
that the WAN link is down.

If you select the Default Probing,
Slow Probing, and Fast Probing
profile of the probe, then the probe
frequency and link up and down
values will become available.

To define the probe frequency, you
must select the Custom Probing
profile of the probe and enter the link
down counts within the range of 1 to
100.

4. Click Save.

Public IP

This indicates the public or
global IP address used to
access the internet. The

WAN link in real-time.

Address public or global IP address is || V"
assigned by the internet
service provider (ISP).
Service This indicates the name of NA
Provider ISP.
Click Speed Test. The Speed Test
Results pop-up window appears, see
Figure 2-8.
You can measure the The speed test result will include the
Test performance of a specific upload and download speed in Mbps and

time stamp i.e. date and time when the
speed test was performed.

The speed test can be performed for the
WAN link whose state is Up.

To update the page, click € (Refresh).
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Perform Step 3: Access Networks.

2.3 Step 3: Access Networks

You can configure the following three types of networks supported.
e Connected Networks
¢ Managed Connected Networks (Traditional VLAN-s)

e Managed Routed Networks

To configure the connected network, perform the following steps.

1. Click @ onthe WAN Links page or click Access Networks. The Access Networks page
appears, see Figure 2-12.

Configuration Wizard (K4-ILOB3) '
L o @ e © e @ o )
L Access Networks
@ Tabular View (O Expanded View [ ‘Add Connected Netwark ] [ Add Managed Routed Network ]
MNetwork Alas NetworkiD l:r: Gateway WAN Profile e Py Y_‘:‘:q :: DHCP l'n-tm? DNS Server P Actions.
S Defauit ] 19216801724 - Defauit ooen Nane Standara Enabiea 19216801 8888 s [2] ~ n Ll
@ vio 10 192168101724 - Default MY_NET_POLICY None Standara Enabiea 192168101 8888 s 2] -~ L] Ll
@ vian30 30 19216830.1724 - MY_Ady Bonded MY NET POLICY Nane Standard Enabled 182168:30.1 8888 4 2] Cad n Ll
G 34 192168341724 - MY_Ady Bended onen None Standard Enabiea 162168341 B8EE s <] -~ L] Ll
2 v £ 19216835124 - Default open None Standard Enabled 192168351 8888 4 B ~ n L]
@ 100 100 192168.101.1724 - - - - - Disabled - = s B -~ n L
D so - 10502124 19216810111 Defaut MY_NET POLICY None Standard Enabled 105021 @888 ’ B~ N u
@ v120 120 192.168.120.124 - MY Ady Bonded MY MET POLICY None Standard Enabled 1921681201 8888 4 [2] -~ n Ll
@ va10 210 192168210124 - E onen EULLB Standard Enabled 1921682101 88881002581 s 2] -~ L] Ll
- -

Figure 2-12 Access Networks

Return

1. Click Tabular View. By default, details about the network are available in the Tabular form,
see Figure 2-12.

Or,

Click Expanded View. The details about the network are available in the expanded form,
see Figure 2-13.
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O Tabular View @ Expanded View

ek Al e ®
a0

—

e

g e

Device Traffic Policy: None

i

O i

Oul DHCP Gatmeny B 15216801

p———
|~ | 8 | ~ [ n | 8 |

Network Alias: V34

Network ID: 34

Intertace IP:

WAN Profie: MY,
Aggregate Trafic Policy: open

Device Traffic Policy: None

Interet Proriy: Standard

DHCP: Enabled

Default DHCP Gateway IP: 192.168.34.1

DNS Server IP: 8885

[~ | 8 | ~ [ v | & |

Aggregate Traffic Policy: MY_NET_POLICY

Device Traffic Policy: None

Internet Prioriy: Standard
DHCP: Enabled
Default DHCP Gateway IP: 1050.2.1

« DNSServerlP:8888

[~ | 8 | ~ [ v | & |

Figure 2-13 Expanded View

Configuration Wizard (K4-ILOB3)

Access Networks

Network Aas: v10
Network ID: 1

Interface IP: 1

WAN Profie
Aggregate Tr
Device Traffic Policy: None

Internet Priority: Standard
DHCP: Enabled
Detault DHCP Gateway IP: 192 168.10.1

s
[~ | 8 | ~ | n | 8 |

Network Alias: v35 ®
=
Network ID: 35

Interface IP: 192.168.35.1724

WAN Profile: Dafaul

Aggregate Traffic Policy: open
Device Traffic Policy: None:

Intermet Priority: Standard

DHCP: Enabled

Default DHCP Gateway IP: 192 168.35.1

DNS Server P: 8885

[~ | 8 [ ~ [ o | & |

Network Alias: v120 @
o=

NetworkID: 120

Itertace 1 1

WAN Profile:

Aggregate Traffic Policy:

Device Traffic Policy: None

Internet Priority: Standard

DHCP: Enabled

Default DHCP Gateway IP: 192.168.120.1

NS Server IP: 8885

[~ | 8 [ ~ [ o | & |

Device Traffic Policy: None

Internet Priority: Standard

Default DHCP Gateway IP: 192.16830.1

e
|~ | B | ~ [ o | 8 |

Network Aliss: 100 =
Network D: 100 -
Interface IP: 192.168.101.1/24

WAN Profie

Aggregate Tratfic Policy:

Device Traffic Policy:

Internet Priority:

DHCP: Disabled

Default DHCP Gateway IP:

-
eS| .

Network Alias: 210
Network ID: 210

Interface IP: 192.168.210.1/24

WAN Profie: LTE

Aggregate Traffic Policy: open

Device Traffic Policy: EULLE

Internet Priority: Standard

DHCP: Enabled

Default DHCP Gateway IP: 192.168210.1

NS Server IP: 8885, 10.0254.1

5
I TR ) T

The connected networks are displayed with a color background.

To view the network type, point the mouse at the upper right corner of the network, see

Figure 2-13.

To modify details of the WAN profile of the network, click the WAN profile link, see Figure
2-13. The WAN Profiles page appears. For details, see Figure 2-27.

To modify details of the aggregate traffic policy, click the aggregate traffic policy link, see
Figure 2-13. The Traffic Profiles page appears. For details, see Figure 2-30.

Click Add Connected Network. The Add Connected Network page appears, see Figure

2-14.

NOTE: This indicates that configuring multiple local networks to be used by the users’
basis on the hierarchy. This is an example.

You can configure the local network for the crew of the vessel, a local network
for the captain of the vessel, and a local network for the owner of the vessel

distinctly.
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@ Add Connected Network

o @ ietwork

Access Netwarks

Configuration Wizard (K4-ILOB3)

Figure 2-14 Add Connected Network

vork 1D @

10

Add Connected Network

Network Alias

Interface IP @)

Owner 192.168.10.1/24

Managed Connected Network?

QN @ Yes

WAN Profile and Traffic Policies

WAN Profile Aggregate Traffic Policy Device Traffic Policy ° Internet Priority o
-select- -select- s None Standard

DHCP Settings

DHCP Default DHCP Gateway IP DNS Server IP 1P Pools

Enabled 192.168.10.1 8888 192.168.10.2 - 192.168.10.254

IP Reservations

[J MAC Address

Select devices from the table and assign a Traffic Policy

IP Address Name

New IP Reservation Bulk Upload

0 Device selected St Traffic Policy Vv

Traffic Policy Actions

Figure 2-15 Configure Manage Connected Network

Return

45



Bulk upload IP Reservations

Upload Download

Reservations Reservations

Figure 2-16 Bulk Upload IP Reservations
Return

Table 2-3 Connected Network Information

[ o | Deston |

Enter a unique numeric ID from 2 to 4090.

For details about the network ID, click 0 to the corresponding network ID.

Network ID
W NOTE: Network ID is known as a VLAN ID. Once the network ID is

configured, you cannot modify or update the VLAN ID or
network ID in the future.

Network Alias Enter a unique alias of the network.

Interface IP Enter an interface IP address and subnet mask.

Click one of the following options.
¢ No. This indicates that by default, you will configure the unmanaged

Managed connected network is configured.
Connected e Yes. To manage and configure the connected network, click Yes. The
Network network configuration section becomes available, see Figure 2-15.

L]
NOTE: The Managed Connected Network is the Traditional VLAN-s.

Click a WAN profile.

NOTE: If you are assigning the WAN profile initially after the K4 server
WAN Profile installation, then only the default WAN profile will become
available. However, you can configure the distinct WAN profiles.
Therefore, the entire WAN profiles will become available. For
details about configuring the WAN profiles, see Step 4: WAN
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Profiles on page 60.

Aggregate
Traffic Policy

Click a network traffic policy.
. __________________________________________________________________________________________________________|]
NOTE: If you are assigning the network traffic policy initially after the

K4 server installation, then only the default network traffic policy
will become available. However, you can configure the distinct
network traffic policies. Therefore, the entire network traffic
policies will become available. For details about configuring the
network traffic policies, see Step 5: Traffic Policies on page 64.

The Aggregate Traffic Policy will be applicable to VLAN.

Device Traffic
Policy

Click a device traffic policy.

|
NOTE: If you are assigning the device traffic policy initially after the K4

server installation, then only the default device traffic policy will
become available. However, you can configure the distinct
device traffic policies. Therefore, the entire device traffic policies
will become available. For details about configuring the device
traffic policies, see Step 5: Traffic Policies on page 64.

You can assign the traffic policy to a device from also Step 6:
Other Settings. For details, see Step 6: Other Settings on
page 72. However, the traffic policy last assigned to a device
from any step will override the traffic policy of that device.
Following is an example.

Previously, the traffic policy was assigned to a device from Step
3: Access Networks. A new traffic policy is assigned to a
device from Step 6: Other Settings. Therefore, the traffic policy
assigned to a device from Step 6: Other Settings will override
the existing traffic policy of that device.

Internet
Priority

Click an internet priority. For details, click o to the corresponding Internet
Priority.

NOTE: Real-time priority works best for only voice/video call
applications.

DHCP

To enable DHCP so that a DHCP can automatically assign the IP address
and the other allied configuration details to a host on a network to
communicate with the endpoints, click Enable.
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The default IP address becomes available.

Default DHCP

Gateway IP You can assign a new IP address. For this, click and delete the IP address

and then assign a new IP address.

The default IP address becomes available.

You can assign a new IP address. For this, click and delete the IP address
DNS Server IP || and then assign a new IP address.

|
NOTE: You can assign a maximum of three DNS IP addresses.

The default sequential range of the IP addresses becomes available.

You can assign a new range of the sequential IP address. For this, click and
delete the IP address range and then assign a new sequential range of the
IP address.

You can assign multiple sequential IP address range excluding the specific
IP addresses of that range. This is an example.

IP Pools 192.168.10.2-192.168.10.100, 192.168.10.151-192.168.10.200,
192.168.10.220-192.168.10.254

The following IP addresses will not be assigned to the device in the network.
e 192.168.10.101-192.168.10.150
e 192.168.10.2-201.168.10.219

DHCP will assign the IP address to a device in the specified network basis
on the IP address range.

To reserve an IP address for a device, click New |IP Reservation, and then

MAC Address enter the MAC address of a device.
Enter IP address from the sequential IP address range specified in the IP
IP Address ,
Pools field.
Name Enter a name for the device.
Click a traffic policy to be assigned to the device.
. . . __________________________________________________________________________________________________________|]
Traffic Policy NOTE: Inherit indicates that the device will inherit the device policy of

the network.

To upload details about the IP reservation, perform the following
Bulk Upload steps.

1. Click Bulk Upload. The Bulk upload IP Reservations pop-up window
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appears, see Figure 2-16.

2. To download the bulk IP reservation template, click Download
Reservations.

3. Fillin the required details in the file, and then save the file.

Click Upload Reservations, browse the file, and then upload the IP
reservation file.

3. Click Save.

4. Click Add Managed Routed Network. The Add Managed Routed Network page appears,
see Figure 2-17. To enter data in the respective fields, see Table 2-4.

NOTE: Managed Routed Networks linked to the Unmanaged Connected Network are
available in a group with a color background.

% Add Managed Routed Network [<]

WAN Profile and Traffic Policies

-select- -select- Nene Standard

DHCP Settings

Enabled

1P Reservations

a
A
> I
E I
£ 3
3
]
3

Traffic Policy Actions

Figure 2-17 Add Managed Routed Network

Table 2-4 Managed Routed Network Information

Network Alias Enter a unigue alias of the network.

Enter the subnet basis on the interface IP address and mask that was

Subnet configured while configuring the connected network.

Enter the IP address of the device managing the communication with the

Gatewa
y external network.
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NOTE: You must assign the IP address basis on the interface IP
address that was configured while configuring the connected
network.

Click a WAN profile.

. __________________________________________________________________________________________________|
NOTE: If you are assigning the WAN profile initially after the K4

server installation, then only the default WAN profile will
WAN Profile become available. However, you can configure the distinct
WAN profiles. Therefore, the entire WAN profiles will become
available. For details about configuring the WAN profiles, see
Step 4: WAN Profiles on page 60.

Click a network traffic policy.

|
NOTE: If you are assigning the network traffic policy initially after the

K4 server installation, then only the default network traffic
Aggregate Traffic policy will become available. However, you can configure the
Policy distinct network traffic policies. Therefore, the entire network
traffic policies will become available. For details about
configuring the network traffic policies, see Step 5: Traffic
Policies on page 64.

Click a device traffic policy.

. _________________________________________________________________________________________|
NOTE: If you are assigning the device traffic policy initially after the

K4 server installation, then only the default device traffic
Device Traffic policy will become available. However, you can configure the
Policy distinct device traffic policies. Therefore, the entire device
traffic policies will become available. For details about
configuring the network traffic policies, see Step 5: Traffic
Policies on page 64.

Click an internet priority. For details, click o to the corresponding

Internet Priority.
Internet Priority

NOTE: Real-time priority works best for only voice/video call
applications.
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DHCP

To enable DHCP so that a DHCP can automatically assign the IP
address and the other allied configuration details to a host on a network
to communicate with the endpoints, click Enable.

Default DHCP
Gateway IP

The default IP address becomes available.

You can assign a new IP address. For this, click and delete the IP
address and then assign a new IP address.

DNS Server IP

The default IP address becomes available.

You can assign a new IP address. For this, click and delete the IP
address and then assign a new IP address.

NOTE: You can assign a maximum of three DNS IP addresses.

IP Pools

The default sequential range of the IP addresses becomes available.

You can assign a new range of the sequential IP address. For this, click
and delete the IP address range and then assign a new sequential range
of the IP address.

You can assign multiple sequential IP address range excluding the
specific IP addresses of that range. This is an example.

192.168.10.2-192.168.10.100, 192.168.10.151-192.168.10.200,
192.168.10.220-192.168.10.254

The following IP addresses will not be assigned to the device in the
network.

e 192.168.10.101-192.168.10.150
e 192.168.10.2-201.168.10.219

DHCP will assign the IP address to a device on the specified network
basis on the IP address range.

To reserve an IP address for a device, click New IP Reservation, and

MAC Address then enter the MAC address of a device.
Enter IP address from the sequential IP address range specified in the IP
IP Address ,
Pools field.
Name Enter a name for the device.
Click a traffic policy to be assigned to the device.
Traﬁic POIle |

NOTE: Inherit indicates that the device will inherit the device policy
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of the network.

To upload details about the IP reservation, perform the following
steps.

1. Click Bulk Upload. The Bulk upload IP Reservations pop-up
window appears, see Figure 2-16.

Bulk Upload 2. To download the bulk IP reservation template, click Download
Reservations.

3. Fillin the required details in the file, and then save the file.

Click Upload Reservations, browse the file, and then upload the IP
reservation file.

To configure the WAN profile through the Access Networks page, click the WAN profile
link. The WAN Profiles page appears. For details, see Step 4: WAN Profiles on page 60.

To configure the aggregate traffic policy and device traffic policy through the Access
Networks page, click the aggregate traffic policy or device traffic policy link. The Traffic
Profiles page appears. For details, see Step 5: Traffic Policies on page 64.

2.3.1 Modifying Network

To modify details about the network, perform the following steps.

1. Click “ tothe corresponding network under the Action section on the Access Networks
page. The Updated Connected Network page appears, see Figure 2-18. To enter data in
the respective fields, see Table 2-3.
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% Update Connected Network (%]
] erface © @
Detauit 921600 112
WAN Profile and Traffic Policies
o v @
Default open None Standard
DHCP Settings.
4 Detauit Db o ’
Enabled 5a 288 15216802 1921680254
IP Reservations
[l Mew 1P Reservatic Bulk Upioad
N
] MAC Address P Address Name Traffic Policy Actions
| assmcciia 2 (n]
a o

Figure 2-18 Update Connected Network

2. Click Save.

2.3.2 Modifying Device Profile

To modify the device profile, perform the following steps.

1. Click £ to the corresponding network under the Action section on the Access Networks
page. The Device Profile page appears, see Figure 2-19. To enter data in the respective
fields, see Table 2-3.

Device Profiles xX

Device Profile
Select devices from the table and assign a Traffic Policy 0 Device selected  Select Traffic Policy v
a MAC Address IP Address Name Traffic Policy Actions
|:\ 00:02'CAFE00:09 192.16810.109 newl109 nherit (11 n |

Figure 2-19 Update Device Profile

2. Click Save.

You can add a new device profile. For this, click Device Profile. To enter data in the respective
fields, see Table 2-3.

You cannot modify the device profiles of the connected network.
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2.3.3 Viewing Network Usage Data

To view network usage data, perform the following steps.

1. Click ¥ tothe corresponding network under the Action section on the Access Networks
page. The Network Usage page appears, see Figure 2-20. For details about the fields, see
Table 2-5.

Network Usage X

Network: Entertainment (40) Total Devices: 8 Usage VSAT LTE Wi-Fi Ethernet Bonded
(D 0.00 MB 0.00 MB 41.11GB 29.59GB 0.00 MB

Filter Devices By

Q
Select devices from the table and assign a Traffic Policy 0 Device selected  Select Traffic Policy v
MAC Address IP Address Traffic Policy Reservation Status : : : : Ethernet :
[ cco2careoo2o [[J 192168403  Arwen Default Device Unreserved [ 1ssssc8 0.000 MB 0.000 MB 24649 MB 15,502 GB 0.000 M8
(J coo2careoozs [[J 192168402  Eirond Default Device Unreserved O 302168 0.000 MB 0.000 MB 46830 M3 2974 GB 0.000 M8
(] cooz2carecozc [[J 192168406  Beom_ Default Device Unreserved (] 5869 GB 0.000 MB 0.000 MB 14826 MB 5854 GB 0.000 MB
() coo2carecoze [[J 192168408  Smaug Default Device Unreserved O 1.507 GB 0.000 MB 0.000 MB 48.003 MB 1.459 GB 0.000 MB
(] ooozcareoozr ] 192168409  Shelob Default Device Unreserved O 2s24eme 0.000MB 0.000 MB 1687 MB 26,560 MB 0.000 MB
(] ooozcareoosr [J 1921684011  Boromir Default Device Unreserved O 2seséme 0.000 MB 0.000 MB 2858 MB 25.996 MB 0.000 MB
[ ooozcareooza [[J 192168404  Eomer Default Device Unreserved O 223568 0.000MB 0.000 MB 50.178 MB 2.185GB 0.000 MB
() coozcarecozs [[J 192168405  Eowyn Default Device Unreserved O 159368 0,000 MB 0.000 MB 24768 MB 1568 GB 0.000 M8

Figure 2-20 Network Usage

Remaining VSAT LTE Wi-Fi Ethernet Bonded
UL Quota Unlimited Unlimited Unlimited Unlimited Unlimited
DLQuota Unlimited Unlimited Unlimited Unlimited  Unlimited

Figure 2-21 Quota Details

Return
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Pause Device Profile

Are you sure you would like to Pause Device
Profile in this Network?

Figure 2-22 Pause Device Profile Confirmation Message

Return

Resume Device Profile

Are you sure you would like to Resume
Device Profile in this Network?

o (osme

Figure 2-23 Resume Device Profile Confirmation Message

Return

Table 2-5: Network Usage Information

Network

This indicates the name of the network

Total Devices

This indicates the count of the devices connected to the network.

Usage

This indicates details about the quota of the network.

To view the quota details, click ©. Details about the quota are displayed,
see Figure 2-21.
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VSAT This indicates the total data consumed by the VSAT.

LTE This indicates the total data consumed by the LTE.

Wi-Fi This indicates the total data consumed by the Wi-Fi.
Ethernet This indicates the total data consumed by the ETHERNET.
Bonded This indicates the total data consumed by the Bonded.

Enter the MAC address of the specific device. Details about the device

Filter Devices By become available

This indicates the MAC address of the device connected to the network.

1. To pause the device, click ID The Pause Device Profile
confirmation message pop-up window appears, see Figure 2-22.

2. Click Pause. The U (resume button) becomes available and the row

MAC Address of the device is highlighted by a color.

Or,

1. To resume the device, click ﬂ The Resume Device Profile
confirmation message pop-up window appears, see Figure 2-23.

2. Click Resume.

IP Address This indicates the IP address assigned to the device.

This indicates the alias name of the device.
Name
To modify the alias name, click and modify the alias name.

This indicates the traffic policy assigned to the device.

To modify the traffic policy, click and modify the traffic policy. For
details, see Step 5: Traffic Policies on page 64.

To assign the traffic policy to multiple devices, perform the
following steps.

Traffic Policy 1. Select the check box to the corresponding device.

The count of the devices selected is displayed in the Devices
Selected field.

Click Select Traffic Policy.

Click the traffic policy to be assigned the devices selected.
Or,
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To assign the traffic policy to the devices in bulk, perform the
following steps

1. Select the check box to the corresponding MAC Address field.

The count of the devices selected is displayed in the Devices
Selected field.

Click Select Traffic Policy.
Click the traffic policy to be assigned the devices selected.

@ N

This indicates that whether the IP address assigned to the device is
reserved.

To reserve the IP address of the device, click the corresponding check
box.

Or,
To un-reserve the IP address of the device, clear the check box.

Reserved Status

This indicates the sum of the data consumed by the device on the
following WAN links.

e VSAT
LTE
Wi-Fi
Ethernet
Bonded

Total

This indicates the quantum of the data consumed by the device on the
VSAT.
VSAT

NOTE: The sum of the VSAT, LTE, Wi-Fi, Ethernet, and Bonded
links is displayed in the Total field.

This indicates the quantum of the data consumed by the device on the

,_
_|
;

LTE
NOTE: The sum of the VSAT, LTE, Wi-Fi, Ethernet, and Bonded

links is displayed in the Total field.

This indicates the quantum of the data consumed by the device on the
Wi-Fi.
Wi-Fi

NOTE: The sum of the VSAT, LTE, Wi-Fi, Ethernet, and Bonded
links is displayed in the Total field.
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This indicates the quantum of the data consumed by the device on the

Ethernet.

Ethernet |
NOTE: The sum of the VSAT, LTE, Wi-Fi, Ethernet, and Bonded

links is displayed in the Total field.

This indicates the quantum of the data consumed by the device on the

Bonded.
Bonded

NOTE: The sum of the VSAT, LTE, Wi-Fi, Ethernet, and Bonded
links is displayed in the Total field.

2.3.4 Pausing or Resuming Network Traffic

To pause the network traffic, perform the following steps.

1. click M tothe corresponding network under the Action section on the Access Networks
page. The Pause Network Traffic confirmation message pop-up window appears, see
Figure 2-24.

Pause Network Traffic

Are you sure you would like to Pause Traffic
K‘» in this Network?

Figure 2-24 Pause Network Traffic Confirmation Message

2. Click Pause. The Resume Network Traffic ﬂ button becomes available and the row of the
network is highlighted by a color.

You cannot pause the network traffic of the connected network.
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To resume the network traffic, perform the following steps.

1. Click * to the corresponding network under the Action section on the Access Networks
page. The Resume Network Traffic confirmation message pop-up window appears, see
Figure 2-25.

Resume Network Traffic

Are you sure you would like to Resume
Traffic in this Network?

=3 ne

Figure 2-25 Resume Network Traffic Confirmation Message

2. Click Resume.

The network traffic on the network resumes.

2.3.5 Deleting Network

To delete the network, perform the following steps.

1. Click ¥ tothe corresponding network under the Action section on the Access Networks
page. The Delete Network confirmation message pop-up window appears, see Figure 2-26.
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Delete Network

Are you sure that you would like to delete the Network?

Warning: DHCP Reservations within this Network may
get deleted.

==

Figure 2-26 Delete Network Confirmation Message

2. Click Delete.

The network is successfully deleted. It will impact the DCP reservations. Therefore, it is highly
recommended to verify the network details before deleting the network.

Perform Step 4: WAN Profiles.

2.4 Step 4: WAN Profiles

While the K4 server is installed on the vessel, by default, the priority of the enabled WANS is
configured in the WAN Profile and assign to the VLANs. However, you create multiple WAN
profiles of your choice.

To create a WAN profile, perform the following steps.

1. Click @ onthe Access Networks page or click WAN Profiles. The WAN Profiles page
appears, see Figure 2-27.
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e Edge Configuration Wizard (K4-ILOB3) a
feses Netmaris WAN Profiles
Advanced Bonding @ Edit Internet (WAN) Profile - Default
m Profile Name
Default
Profile
Disabled WANs

UE

Set Priority of Enabled WANs Link Bonding @
MY_Adv_Bonded

[ Highest Priority ] ]

(prioriey 2

[ Priority 3 = wif }

[r-r ority 4

Priority 5

Priority 7

1

Priority 6 ]
' 1

\

=1 - B

Figure 2-27 Create WAN Profile

You can create multiple WAN profiles and then associate the WAN profile to VLAN.

2. Click + Profile. The Profile Name field becomes available under the Edit Internet (WAN)
Profile section. To enter data in the respective fields, see Table 2-6.

Table 2-6: Profile Information

Profile Name Enter a name of the profile.

Disabled WANs Disabled WAN sources are displayed.

To assign the like WAN links to a priority level, perform the
following steps.

Drag and drop the like WAN links available under the Disabled WANs
section.

Highest Priority By default, only the like WAN bonding can be assigned to the priority
levels. You can assign also the unlike WANS to the priority levels, by
enabling the Advanced Bonding. However, Advanced Bonding is a
licensed feature of the K4 Mobility and is available with only US Internet
features. Therefore, you must ensure that the license of the Advanced
Bonding is available for your vessel.
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To assign the unlike WAN to the priority levels, perform the
following steps

1. Click Enable under the Advanced Bonding link section.

For details about the advanced bonding link, point the mouse to i}
to the corresponding Advanced Bonding. By default the advanced
bonding link is disabled.

2. Drag and drop the unlike WAN link available under the Disabled
WANS section.

NOTE: You can configure only single Advanced Bonding in a
profile.
By default, the link bonding Dynamic with pre-configured weighting % is
configured for both like and unlike WAN links. For details about the types

of link bonding, point the mouse to O ©ihe corresponding Link
Bonding.

You can configure the weighting % of the WAN link.
To configure the weighting %, perform the following steps.

1. Click Dynamic under the link bonding section. The Bonding
Mechanism pop-up window appears, see Figure 2-28.

2. Click Static. The Weighting % (applicable for Static Bonding)
section becomes available.

3. Enter the weighting % for the WAN links. You must ensure that the
sum of the weighting % for both like and unlike WAN links must be
100%. This is an example of the like WAN link.

You can configure 40 the weighting % for the LTE1 and 60 the
weighting % for the LTE2. As, sum of both weighting % (40 + 60) =
100.

This is an example of the unlike WAN link.

You can configure 40 the weighting % for the VSAT1, 30 the
weighting % for the LTEL, and 30 the weighting % for the LTE2. As,
sum of the weighting % (40 + 30 + 30) = 100.

4. Click Done. The Create Internet (WAN) Profiles page appears, see
Figure 2-27.

If an error occurred due to a probe of the WAN, then an error
message is displayed, see Figure 2-29.

NOTE: The Link Bonding will not be available for a single WAN
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link. Therefore, weighting % cannot be configured.
Priority 2 Refer to Highest Priority.
Priority 3 Refer to Highest Priority.
Priority 4 Refer to Highest Priority.
Priority 5 Refer to Highest Priority.
Lowest Priority Refer to Highest Priority.

Bonding Mechanism X

Please Select Link Bonding Mechanism

Figure 2-28 Bonding Mechanism for Like WANs

Figure 2-29 Error Message

Once the WAN link is assigned to the priority levels, the server will verify the network basis
on the priority levels. This is an example.

You set the following priority levels of enabled WANSs.
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Highest Priority — LTE 1 and LTE 2.
Priority 2 — VSTA 1 and VSAT 2.
Priority 3 — Ethernet.

Priority 4 — Wi-Fi

Initially, the server will verify whether the LTE network is available as the LTE is assigned
the highest priority. If the LTE network is available, then the internet connection will be
established through the LTE network. Otherwise, the server will verify whether the VSAT
network is available as the VSAT is assigned the priority 2 level. The process will continue
up to the priority level configured.

The server will distribute the traffic basis on the weighting % configured for the WAN links.

3. Click Save.

WAN profile configured successfully. The WAN profile will become available while configuring
the networks. For details, see Step 3: Access Networks on page 43.

Perform Step 5: Traffic Policies.

2.5 Step 5: Traffic Policies

When the K4 server is installed on the vessel, by default, the network level and device level
traffic policies are configured. The network level policy will be applicable under the Aggregate
Traffic Policy and the device level policy will be applicable under the Device Traffic Policy.

1. Click @ onthe WAN Profiles or click Traffic Policies. The Traffic Profiles page appears,
see Figure 2-30.
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Configuration Wizard (K4-ILOB3)

Network Device
Create Traffic Policy
Policy Name
Policy
MY_NET_POLICY o Select a template (Optional)
Low Usage figh Usage
open o - .
e Block : Streaming & File Sha N Rate Lim LAN Quota with Rate Limit Open
Shaping Policy Profile Replicate From: L4 Feses |
IL Speed DL Speed
Unlimited Unlimited
® Uniimited @ Uniimited
4000 Kbps. 0000 Kby
UL Queta DL Quota
Unlimited Unlimited
@ Uniimited ®
0 M8 000 M
Quota Refresh Periodicity
0 hour
.
a 24 hour
IL Queta Breach Speed DL Quota Breach Speed
Unlimited Unlimited
® Unimited @ Unimited
32 1000 Kbps 3z 3000 Kbps
Application Palicy Profile @
New Rule
@ Below rules will be applied in the order stated
Implicit Allow v
S

Figure 2-30 Traffic Policies

2. Click Network.

By default, the Network is selected.

section. To enter data in the respective fields, see Table 2-7.

Click + Policy. The Policy Name field becomes available under the Create Traffic Policy

65



Application Pelicy Profile

B Hew Rule

Sabect Category

Application

Applcation Rules

Select Category and set rules in the panel below

Figure 2-31 Category List

Application Policy Profile

B New Rule

Select Category and se

Select Category

Please select Application Policy Rule
@® Category (O Subcategory

Application

Advertiser

All Advertiser

Application Rules

33Across

AdColony

AddThis

Adform

Adobe

Akamai mPulse

o Below rules will

Alexa.com

Amazon Advertising

Implicit Allows

Amazon Assistant

Amaobes

Amplitude

AppNexus

AppsFlyer

X

Figure 2-32 Application Rule
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Application Policy Profile

B New Rule
Select Category and set rules in the panel below
Salect Categary
Domain -

Domain Rules m

Yous £an errber the Policy Rukes OR Updoad st of Rules in CSV format

n Eelow rules will be applied in the order stated

mphicit Allow v

Figure 2-33 Domain Rule

Application Policy Profile
Mew Rule
@ Below rulss will be spplied in the srder stated
[ Deny Application v J b
| Implicit Allow v |
« -
-

Figure 2-34 Application Allow or Deny

Table 2-7: Traffic Policy Information

Policy Name Enter the name of the policy.

Click a template that is to be assigned to a WAN and then click one of
the following WAN tabs.

Sel | o VSAT

elect a template

(Optional) * TFT _
o Wi-Fi

e Ethernet.
A template will include pre-configured UL Speed, DL Speed, UL Quota,
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DL Quota, Quota Refresh Periodicity, UL Quota Breach Speed, and DL
Quota Breach Speed. However, you can modify the template.

You can assign a template with the pre-configured traffic policy, or re-
configure the traffic policy of a template, or configure the traffic policy
based on your requirement through the Open template. By default, the
Open template is selected.

Toggle the upload speed.

UL Speed The upload (UL) speed Unlimited is either cleared or selected.
The speed configured is displayed to the corresponding UL Speed.

Toggle the download speed.
DL Speed The download (DL) speed Unlimited is either cleared or selected.
The speed configured is displayed to the corresponding DL Speed.

Toggle the upload quota. This indicates the permissible quota up to

which the user can upload the data.

UL Quota The UL quota Unlimited is either cleared or selected.

The quota configured is displayed to the corresponding UL Quota.

Toggle the download quota. This indicates the permissible quota up to

which the user can download the data.

DL Quota The DL quota Unlimited is either cleared or selected.

The quota configured is displayed to the corresponding DL Quota.

To configure the expiry of hours post which the upload quota and
download quota will be refilled or reset to the pre-configured upload
Quota Refresh quota and download quota respectively.

Periodicity Toggle the hours.

The refresh periodicity configured is displayed to the corresponding
Quota Refresh Periodicity.

To configure the upload speed that will be applicable after the UL quota

is exhausted, toggle the speed.
|

UL Quota Breach || NOTE: This indicates the UL speed that will be applicable after the
Speed UL quota is exhausted. The UL quota breach speed will
continue until the UL quota is refill basis on the quota refresh
periodicity configured
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The speed Unlimited is either cleared or selected.

The breach speed configured is displayed to the corresponding UL
Quota Breach Speed.

To configure the download speed that will be applicable after the DL

quota is exhausted, toggle the speed.
|

NOTE: This indicates the DL speed that will be applicable after the
DL quota is exhausted. The DL quota breach speed will
continue until the DL quota is refill basis on the quota refresh
periodicity configured

DL Quota Breach
Speed

The speed Unlimited is either cleared or selected.

The breach speed configured is displayed to the corresponding DL
Quota Breach Speed.

To replicate the traffic policy of a WAN, perform the following steps.
1. Click Replicate From.

2. Click a WAN whose traffic policy to be applied to the WAN.

You can re-configure the replicated traffic policy.

Replicate From

To create a new rule, click New Rule. The Category and Application

New Rul
ew Rule Rules fields become available.

Click a category, see Figure 2-31.

NOTE: By default, the Application category is selected. Therefore,
the Application Rules field becomes available, see Figure
2-32.
Or,
If you select the Domain category, then the Domain Rules
field becomes available, see Figure 2-33.
Or,

If you select the IP & Port category, then the IP & Port field
becomes available.

Select Category

In addition to this, the entire categories are by default
Allowed. Therefore, by default Implicit Allow rule becomes
available under the Application Policy Profile section. You
cannot modify the Implicit Allow rule.
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To apply or deny application rules, perform the following steps.

1. Click under the Application Rules section. The list becomes
available, see Figure 2-32.

2. Click Category or Subcategory. List based on the selected
Category or Subcategory becomes available.

3. Click a category or subcategory.

4. To allow the application, click Allow.
Or,

Application Rules To block the application, click Deny.

NOTE: By default, Allow is selected.
5. Click Save.

The allowed and blocked application becomes available, see Figure
2-34.

NOTE: There can be a single deny and single allow rule per
category or an implicit allow or an implicit deny rule.

If you select the Application Rule in the Select Category
field, then the Application Rules field becomes available.

To apply or deny domain rules, perform the following steps.
1. Click under the Domain Rules section.

2. Enter the name of the domain in one of the following formats.
e domain.com
e domainl.domain2.com
e *domain.com,
Where,

_ * can be any value.
Domain Rules

NOTE: You can enter multiple domain names.
3. To allow the domain, click Allow.

Or,

To block the domain, click Deny.

NOTE: By default, Allow is selected.
4. Click Save.
The allowed and blocked domain becomes available, see Figure 2-34.
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NOTE: You can also upload the rule list in CSV format.

If you select Domain Rule in the Select Category field,
then the Domain Rules field becomes available.

To apply or deny IP and port rules, perform the following steps.

1. Click under the IP & Port section.
2. Enter IP and port in one of the following formats.
e ab.cd
e a.b.c.d/x
e a.b.c.di/xy
e a.b.cd/ixy-z
e a.b.c.dy-z
e ab.cdy
Where,
X is a subnet and its value can be from 0 (zero) to 32.
y and z are port numbers and its value can be from 0 (zero) to
IP & Port 65535.
a/b/c/d are IP and its value can be from 0 (zero) to 255.
NOTE: You can enter IP and ports.
3. To allow the IP, click Allow.
Or,
To block the IP, click Deny.
NOTE: By default, Allow is selected.
4. Click Save.
The allowed and blocked IP and the port become available.
NOTE: If you select IP & Port in the Select Category field, then
the IP & Port field becomes available.
To implicit allow the final policy, click Implicit Allow/Deny Rules, and
Implicit then click Allow.
Allow/Deny Or,
Rules

To implicit allow the final policy, click Implicit Allow/Deny Rules, and
then click Deny.
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4. Click Save.
5. Click Device and then continue from step 3 on page 65.

Network traffic policy and device traffic policy configured successfully. The network traffic policy
will become available to assign to the aggregate traffic policy, and the device traffic policy will
become available to assign to the device traffic policy while configuring the Managed
Connected Network. For details, see Step 3: Access Nefworks on page 43.

In addition to this, the device traffic policy will become available to assign to the specific MAC
address while configuring the Other Settings.

Perform Step 6: Other Settings.

2.6 Step 6: Other Settings

You can configure the global device traffic policy, static route, US internet and firewall, and DNS
proxy. The global settings will override the network (VLAN) policy.

1. Click 7 on the Traffic Profiles page or click Other Settings. The Other Settings page
appears, see Figure 2-35.

Configuration Wizard (K4-ILOB3)

Device Traffic Policies

Static Routes Configuration
US Internet & Firewall Settings
DNS Proxy Settings

VOIP Configuration

« -

Figure 2-35 Other Settings

2. Click Device Traffic Policies. The Add Device and Device Traffic Policies section
becomes available, see Figure 2-36. To enter data in the respective fields, see Table 2-8.
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Configuration Wizard (K4-ILOB3)

192.168.120.111
192168342

192168343

Static Routes Configuration
US Internet & Firewall Settings
DNS Proxy Settings

-
VOIP Configuration

AN Promes -
- B3
Device Name Traffic Policy Actions
LAPTOP-2 Straam oo
LAPTOP-1 FULLB m o
LAPTOP-2 FULLB m o

Figure 2-36 Device Traffic Policy

Table 2-8 Device Traffic Policies Information

MAC/IP Address

Enter the MAC or IP address of a device.

Or,
Click the box and select a MAC or IP address.

NOTE: The devices connected to the entire network become
available.

Traffic Policy

In the Traffic Policy list, click a traffic policy to be assigned to the MAC
or IP address specified in the MAC/IP Address field and then click Save.

NOTE: The device traffic policy created while configuring the traffic
policies will become available. For details about the traffic
policy, see Step 5: Traffic Policies on page 64.

You can assign the traffic policy to a device from also Step
3: Access Networks. For details, see Step 3: Access
Networks on page 43. However, the traffic policy last
assigned to a device from any step will override the traffic




policy of that device. Following is an example.

Previously, the traffic policy was assigned to a device from
Step 3: Access Networks. A new traffic policy is assigned
to a device from Step 6: Other Settings. Therefore, the
traffic policy assigned to a device from Step 6: Other
Settings will override the existing traffic policy of that device.

Details about the MAC or IP address become available under the Device
Traffic Policies or Filter By section.

To assign a new traffic policy to a MAC or IP address, perform the
following steps.

1. Click to the corresponding MAC/IP address. The box becomes
available to the corresponding MAC/IP address.

2. Click and select a new traffic policy to be assigned to the MAC/IP
address.

) ) r,
Device Traffic ©

Policies or Filter To stop the traffic policy of a MAC/IP address, click m to the
By corresponding MAC/IP address.

The device basis on the MAC/IP address in the network will stop.

To resume the traffic policy, click Resume.

Or,

To delete the traffic policy of a MAC/IP address, perform the

following steps.

1. Click U to the corresponding MAC/IP address. The confirmation
message box appears.

2. Click OK.

3. Click Static Route Configuration. The Add Static Routes section becomes available, see
Figure 2-37.
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Configuration Wizard (K4-ILOB3)

Device Traffic Policies

B Static Routes Configuration

Add Static Routes.

Saurce Adress (Optional) Destination Address. Gateway IP Actions

a o

US Internet & Firewall Settings
DNS Proxy Settings

VOIP Configuration

« -

Figure 2-37 Add Static Route

4. Click Add Static Routes. The route section becomes available, see Figure 2-38. To enter
data in the respective fields, see Table 2-9.

Configuration Wizard (K4-ILOB3)

Device Traffic Policies

B static Routes Configuration

Add Static Routes

Source Adress (Optional) Destination Address Gateway IP Actions

US Internet & Firewall Settings
DNS Proxy Settings

VOIP Configuration

« >

Figure 2-38 Add Static Route

Table 2-9: Static Route Information

Source Address

. Enter the source IP address and subnet mask.
(Optional)

Destination Enter the destination IP address and subnet mask that is to be routed to
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Address a specific router.

Enter the IP address of the router to which the traffic to be routed. This
indicates that the traffic with a source IP address and a destination IP will
be routed to the router with an IP address specified in the Gateway IP
field. This is an example.

Source Address (Optional) 92.168.10.5/24
Destination Address 192.168.10.5/24
Gateway IP 192.168.10.1

The traffic with a source IP address/subnet mask 92.168.10.5/24 and a
destination IP address/subnet mask 192.168.10.5/24 will be routed to a
router with an IP address 192.168.10.1.

Gateway IP

Action Click ¥

5. Click US Internet & Firewall Settings. The US Internet & Firewall Settings section
becomes available, see Figure 2-39. To enter data in the respective fields, see Table 2-10.

Configuration Wizard (K4-1LOB3)

By Static Routes Configuration

B US Intemet & Firewall Settings

VLAN Firewall Rules (@)

DNS Proxy Settings

R
VOIP Configuration

Figure 2-39 US Internet & Firewall Settings

Table 2-10: US Internet & Firewall Settings Information

To enable the US internet on the vessel, click Enable. Therefore, the US
internet will become accessible from the vessel irrespective of the current

US Internet
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location of the vessel.

By default, the Enable is selected.

Therefore, the US internet will become accessible on the LTE and VSAT.
You can enable the US internet on the vessel while the vessel is docked
and accessing the network through Wi-Fi and Ethernet. For this, click
Enable under the Wi-Fi and Ethernet.

To enable the firewall settings, click Enable.
Or,
Firewall Settings To disable the firewall settings, click Disable.

For details about the firewall settings, click 9 to the corresponding
VLAN Firewall Rules.

6. Click DNS Proxy Settings. The Domain/Host Mapping, DNS Forwarder, and DNS Cache
sections become available, see Figure 2-40.

Configuration Wizard (K4-ILOB3)

Device Traffic Policies

Static Routes Configuration

US Intemet & Firewall Settings
[B ONS Praxy Settings

DNS Forwarder

Enter one DNS Forwarder per ling

8888
8844

Cancel

DNS Cache

ou can enter the Host name entries OR Upload lst f entries in CSV format [ m

Cancel ‘ Enable/Disable of DNS Cache will modify the storage of DNS Lookups

'-vowpu:unr-gura&m b
Figure 2-40 Configure DNS Proxy

Table 2-11: DNS Proxy Information

Domain/Host 1. Enter an IP address and suffix domain on a single line.
Mapping 2. Click Save.
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Or,

1. To configure multiple domains and host mapping, enter the IP
address and suffix domain on a distinct line, and perform this step on
every line.

Or,

You can upload the list of the domain/host mapping also in the

Comma Separated Value (CSV) format. For this, click E and
upload the CSV file.

2. Click Save.

Enter only one DNS forwarder on every line.
2. Click Save.

DNS Forwarder

DNS Cache To enhance the DNS lookups, click Enable.

The other settings are successfully configured.

7. Click VOIP Configuration. The WAN Profile for VOIP sections become available, see
Figure 2-40.

Configuration Wizard (K4-ILOB3)

Device Traffic Policies

Static Routes Configuration
US Internet & Firewall Settings
DDNS Proxy Settings.

B VOIP Configuration

WAN Profile for VOIP

MY_Adv_Bonded

Figure 2-41 VOIP Configuration

In the list, click a WAN profile for VolP.
Perform Step 7: Finish.
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2.7 Step 7: Finish

Click ™ on the Other Settings page or click Finish. The Finish page appears, see Figure
2-42.

Configuration Wizard (K4-ILOB3)

Configuration Saved!

‘The Edge Server is now configured and ready for use.

Figure 2-42 Finish

The K4 Edge Server was configured successfully.
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3 Monitoring

You can monitor the VSAT. LTE, VolIP, the performance of the WANs, and track the usage of
the WANSs.

3.1 Monitoring Alerts

System alerts are raised based on the following scenarios.

e When VLAN/Device/Enterprise User consumptions exceed thresholds.
o Traffic will pause on the VLAN/Device/Enterprise User.

e Active Internet Sources is unavailable.

Following are the severity levels of the system alerts.

e Critical

e Major

e Minor

e Info

e Warning

To view the alerts, perform the following steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.

Internet Status (K4-ILOB3)

Last Updated at: 2021-06-30 003338  Auto-refresh Time Zone| UTC v m EEEEREEIERIEIE

Intemet Status (Speeds in Mops) @ Perform Speed Test internet Profile Status @ LAN Status [ ]

@ v=n
®

U s

Figure 3-1 Status of Internet

2. Click the bell icon, see Figure 2-4. The Notifications pop-up window appears, see Figure
3-2.
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Today's Alert Archived Alert

Filter By Category

Critical A Critical 0

MO Critical Alert

Figure 3-2 Alerts and Notifications

The count of the alerts is displayed over the bell icon, see Figure 3-2.

Click Today’s Alert. The current day alerts will become available under the Today’s Alert
tab.

You can filter the alerts based on the severity levels. For this, click the drop-down arrow
under the Filter By Category section. Details about the alerts are displayed. In addition to
this, the count of the alerts based on the severity level is displayed.

Click Archived Alert. The entire alerts up to the previous day are automatically archived
and will become under the Archived Alert tab.
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3.2 Monitoring K4 Edge

After configuring the K4 Edge server, you can perform the following tasks.
e View details about your account.

e View details about the system.

e Access the K4 Edge Configuration Wizard.

e View the current status of the WAN links.

e View the performance chart.

e View the usage status.

3.2.1 My Account

To view details about the account, perform the following steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.

2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
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B My Account

B3 System Info

Configuration Wizard
Internet (WAN) Status
Performance Charts
Usage Status

VSAT Controller

LTE Controller

VOIP Controller

Logout

Figure 3-3 Options
3. Click My Account. The account details become available, see Figure 3-4.

My Account (K4-ILOB3)

Current Usage
Fom 06-01-2021 [T] To 06-30-2021 (1]

Aekivetion Oute Remaning Overage
01-11-2021

Oata Region
Unimited Globalku1

Actvation Date
01:07-2021

Overage

Activation Date
01-24-2020

Figure 3-4 Information about Account
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Following details become available.

e Current Plans. This indicates the current plans of the entire WAN links available to the
vessel.

e Current Usage. This indicates the internet usage on the vessel based on the billing cycle of
the WAN link.

3.2.2 System Information

To view details or information about the system, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.

3. Click System Info. The System Information pop-up window appears, see Figure 3-5. For
details about the system information, see Table 3-1.

K4-1D K4-0211

Vessel Name K4-ILOE3

HW Part # 700-00006-014
HW Type K4 One Box

SW Version vbh.3.6.9

Figure 3-5 System Information

Table 3-1 Details about System

K4-ID This value is specified while registering your vessel.

This is the name of your vessel which is specified while

Vessel Name installing the K4 Edge Server.

HW Part # This is a unique part number of the OneBox server.

This is the name of the server that you are accessing

HW Type through the K4 Edge Configuration Wizard.
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This is the version of the K4 Edge Configuration Wizard
used to configure the WAN profiles.

SW Version

3.2.3 Configuration Wizard

To access the K4 Edge Configuration Wizard, perform the following steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
3. Click Configuration Wizard. The home page appears, see Figure 2-3.

For details, see Commissioning K4 Edge Server on page 29.

3.2.4 Internet (WAN) Status

Once the K4 Edge is configured, you can monitor the status of the internet status or WAN links
of the vessel.

To view internet status, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.

3. Click Internet (WAN) Status. Internet Status page appears, see Figure 3-17.
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Figure 3-6 Time Zone

Time Zone |[UTC ¥
e
=)
CST
PST
AST (Atlantic)
HST (Hawaii)

CET (Central Europe)
EET (Eastern Europe)
WET (Westemn Europe)
UAET

IST

Return
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Select Internet Source

VSAT 1

D Server IP

pmd o

Ping Upload Speed

N
1

Service Provider

©

Download Speed

Figure 3-7 Perform Speed Test

Return

Select Internet Source

LTE 3

D Server IP

52124 36.30
pud o
Ping Upload Speed
18.92 ms 22.70 Mbps

. . .
111 Service Provider

ATE&T Wireless

O

Download Speed

45.27 Mbps

Figure 3-8 Speed Test Result

Return
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Internet Profile Status () LAN Status @
Profile Network Alias VEAT 1 VSAT 2 LTE1 LTE 2 LTE3 LTE 4 Wi-Fi Ethernet
- Network
efaultt : ™ ® ° Internet Status
— A'fﬂf,&“ﬁ',me 4 [2}—Priority Level 3
MY_Adv Bonded* viansn ° . ® ®
viz0 1 1 1 1
LTE* v210 L] L] ® ® [ ]
1 1 1 1 2
Figure 3-9 Internet Profile Status Details
Return
LTE®
Bonded WAMNs Weightages
Priorityl LTE1 LTEZ LTE3 LTE4
O 0 0.63 0.37
Figure 3-10 Bonded WAN Weightages
Return

Table 3-2 WAN Status Information

Whether the data on the
page to be refreshed
Auto-refresh automatically.

Data is updated at an
interval of 30 seconds.

To automatically refresh the details about the
WAN link, click the Auto-refresh check box.

To access the details
about the WAN link basis
on the time zone.

By default, the UTC time
zone is configured.

In the Time Zone link, click a time zone, see
Figure 3-6.

Time Zone To view

e mis

15m, 1h, 2h, 6h, 12h, 24h,
7d, and 30d, where,

e hishours
e disdays

data at a period of

Click the periodicity at the upper-right corner
minutes of the page.
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By default, the periodicity
of 15m is configured.

Internet Status

To view the status and
speed of the WAN link or
internet.

To view details about the internet status,
point the mouse to o

Internet

Following are the statuses
of the internet.

° @ Active. This
indicates that the
corresponding WAN
link or internet is
working and being
used by the users on
the vessel and the
internet traffic is
moving through that
WAN link or internet.

o ® Standby. This
indicates that the
corresponding WAN
link or internet is
working but not being
used by the users on
the vessel and the
internet traffic is not
moving through that
WAN link or internet.

° . Disabled. This
indicates that the
corresponding WAN
link or internet is
disabled. Therefore,
the internet will not
work and the internet
traffic will not move
through that link or
internet.

° . Down. This
indicates that the WAN
link or internet is not
working.

To access the controller of the respective
WAN link or internet, click the WAN link or
internet.

And,

To disable or enable the WAN link or internet,
click Action.

To access the controller of the respective
WAN, click the WAN link. The respective
WAN controller page appears.
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To disable the internet, switch off Action.

Action To disable or enable the or
WAN link or internet. ’

To enable the internet, switch on Action.

To perform the speed test, perform the
following steps.

1. Click Perform Speed Test. The Perform
Speed Test page appears, see Figure
3-7.

2. Inthe Select Internet Source list, click
an internet whose speed test to be

performed.
|

NOTE: Before performing the speed
test, you must ensure that the
internet up.

Perform Speed || Speed test only active
Test internet can be performed.

3. Click GO. The speed test result becomes
available, see Figure 3-8.

To view details about the To view details about the internet profile
Internet Profile . . . i )
Status profile of the WAN link or status, point the mouse to .

internet. For details, see Figure 3-9.

To access details about the network, click
LAN Status LAN Status. The Access Networks page
appears, see Figure 2-12.

To view the bonded weightage of the WAN
profile, point the mouse to the WAN profile.
The Bonded WANs Weightages pop up
window appears, see Figure 3-10.

The name of the WAN or
Profile internet profile is

displayed. _
The sum of the bonded weightages must be

1.
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3.2.5 Performance Chart

Once the K4 Edge is configured, you can monitor the performance of the internet or WAN links
of the vessel.

To view the performance charts, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.

3. Click Performance Charts. The Performance Charts page appears, see Figure 3-11. For
a description, see Table 3-3.
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Start Time End Time Interval (sec)

06/20/2021 09:50 06/20/2021 10:05 1 APPLY

06/20/2021 04:20 UTC 06/20/2021 04:35 UTC Min value is 1 sec

Figure 3-12 Custom Search of Link Status

Table 3-3 Performance Chart Information

To view the DU/DL rate chart for a network,
perform the following steps.

1. Inthe Internet Source list, click a WAN link
or an internet source.

2. Inthe Network list, click single or multiple
networks.

3. Click Apply.

DL/UL rates chart of the .
The performance chart is generated.

Data Rates internet source for a
specific network. To view the network level usages for VSAT and

LTE, you must click either VSAT or LTE. The
network level usages are not available for the
VSATL, VSAT2, LTEL, LTE2, LT3, and LTE4
WAN links.

If the network selected in the Network list is not
applicable to the internet source selected in the
Internet Source list, then the alert will be
displayed.

To view the link status chart for a network, in the
Internet Source list, click a WAN link or an
internet source. The performance chart is
generated.

Or,

To view the link status chart for a network
basis on a day and time, perform the
following steps.

1. Switch on the Custom Search. The Start

Time, End Time, and Interval (sec) fields
become available, see Figure 3-12.

Link Status

2. Click Start Time. The calendar becomes
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available.

3. Select the start day and time. The start day
and time becomes available in UTC.

4. Click End Time. The calendar becomes
available.

5. Select the end day and time. The start day
and time becomes available in UTC.

6. Inthe Interval (sec) field, click the minimum
interval specified.

7. Click Apply.
The chart is generated.

To view the Speed Test Results chart,
perform the following steps.

1. Inthe Internet Source list, click a WAN link
or an internet source.

2. Click the calendar in the Date field and
select the date of when the speed test result
chart to be generated.

3. Click Apply.
The chart is generated.

Speed Test
Results

3.2.6 Usage Status

Once the K4 Edge is configured, you can monitor the usage of the networks and devices
associated to the network.

To view the usage charts, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.

3. Click Usage Status. The Usage Status page appears, see Figure 3-13.
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Figure 3-13 Usage Status

The Usage Status page includes the Top Network and Top Devices sections.

3.2.6.1 Top Networks

The following details are available under the Top Networks section.

e Traffic policy assigned to the network.

e Data usage of every WAN in the network.

e Count of the devices connected to the network.

e The routed access network and corresponding grouping.

¢ View details about the specific network, you can search that network.

To search the network, enter the name of the network in the Filter By field. Details of the
network become available. The name of the network is displayed under the Network Alias field.

To view the details about the network based on periodicity, click the duration in the upper right
of the page.
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To modify the traffic policy of the network, perform the following steps.

1. Click ﬂ to the corresponding routed network in the Action field under the Top Networks
section. The Edit Traffic Policy profile page appears, see Figure 3-14.

Select Mew Traffic Policy Profile

open

Or

Click here to edit the current Traffic
Policy Profile

Figure 3-14 Edit Traffic Policy

2. Inthe Select New Traffic Policy Profile list, click a new traffic policy.

Or,

To modify the current traffic policy, click Click here. The Traffic Policies page appears. For

details, see Step 5: Traffic Policies on page 64.
3. Click Save.
To pause the internet of the network, perform the following steps.

1. Click III to the corresponding routed network in the Action field under the Top Networks
section. The Pause Internet page appears, see Figure 3-15.
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Pause Internet - Default

Are you sure you would like to Pause internet
on this Network?

(=1 =)

Figure 3-15 Pause Internet

2. Click Pause. The resume button Il becomes available.

The internet is paused. However, it will not impact the other networks.
To resume the internet of the network, perform the following steps.

1. Click Il to the corresponding routed network in the Action field under the Top Networks
section. The Resume Internet page appears, see Figure 3-16.

Resume Internet - Default

Are you sure you would like to Resume
internet on this Network?

e

Figure 3-16 Resume Internet

2. Click Resume.

The internet starts.

To view details about the traffic of the network, click & o the corresponding routed network in
the Action field under the Top Networks section. The Traffic Details page appears, see Figure
3-17.
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Traffic Details - V34 X

Top Applications Top Domains Top IPs (Network)

= Top Downloads = Top Uploads = Top Blocked

Application Download Application Upload No Records Found
Unknown 3634503 MB Unknoun 83.150 MB

B Microsoft 2-58 529 MB P Microsoft 5-430 MB

& Google B & Google 21218

29.196 MB
[

B Windows Update |D 630 MB

B Windows Update

1.080 MB 0.229 MB

1 Microsoft Office 1 Microsoft Office

0211 MB 0.107 MB

$§ Samsung Android

0.136 MB 0.089 MB

B TeamViewer 8§ Samsung

0.100 MB 0.049 MB

Android B TeamViewer

0.096 MB 0.031 MB

& Microsoft OneDrive @ Intercom

0.083 MB 0.029 MB

[ Lenovo & Microsoft OneDrive

Figure 3-17 Traffic Details

To view details about the top applications, click Top Applications. By default, details about the
top applications are available.

To view details about the top domains, click Top Domains.

To view details about the top IPs, click Top IPs (Network).

3.2.6.2 Top Devices

The following details are available under the Top Devices section.
e All the devices connected to the entire network. Following is an example.

If the sum of the devices in the Devices field under the Top Network section is 20, then the
details about the entire 20 devices become available.

o Data consumed by the WANSs in the network.
e MAC address of the device.
To search the device, enter the name of the network in the Filter By field. Details of the network

become available. MAC address of the device is displayed under the MAC Address field.

To pause the internet of the device, perform the following steps.

1. Click III to the corresponding device in the Action field under the Top Devices section. The
Pause Internet page appears.
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2. Click Pause. The resume button II becomes available.

The internet is paused. However, it will not impact the other devices in the network
To resume the internet of the device, perform the following steps.

1. Click ﬂ to the corresponding device in the Action field under the Top Devices section. The
Pause Internet page appears.

2. Click Resume.
The traffic starts.

To view details about the traffic of the device, click to the corresponding device in the Action
field under the Top Devices section. The Traffic Details page appears.

3.2.7 VSAT Controller

Once the K4 Edge is configured, you can view analytics from the VSAT modem connected to
the Edge Server.

To manage the VSAT controller, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.

3. Click VSAT Controller. The VSAT Controller page appears, see Figure 3-18. For details
about the VSAT controller, see Table 3-4.

VSAT Controller (K4-ILOB3)

Configuration 6 Modem Indicators Network Access

Performance
Data Usage / Rate RF Performance
Beam ID / Satelite: --- / DLMODCOD: ---
Usage (MB) Rate (Mbps] MIR (Mbps) CIR (Mbps) DL SNR (dB) Rx Power (dBm) T Power (dBm)

loooo  to000 loooo 10000 lLozs0 10130 L0130 10060 0.000 0.000 0.000

Figure 3-18 VSAT Controller
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Table 3-4 VSAT Controller Information

Following details of the
VSAT Controller becomes
available.

* VSAT modem serial To upload the new configuration file of the
number

Configuration VSAT modem, click G and then upload

e VSAT modem the configuration file.
software version

e Date and time when
the details were
uploaded

Following details of the
VSAT modem becomes

Modem available.
Indicators o Receive (Rx) status
e Transmit (Tx) status

e Network status

To connect to the VSAT modem, click
To access the VSAT Connect to VSAT Modem.

modem and ACU. Or,
To connect the ACU, click Connect to ACU.

Network Access

Reboot Modem To reboot the VSAT modem, click Reboot.

To draw the performance chart basis on the periodicity, in the periodicity list click a periodicity.
The following details become available under the Performance section.

e Data Usage / Rate
e Beam ID / Satellite
e Usage (MB)
¢ Rate (Mbps)
e MIR (Mbps)
o CIR (Mbps)
o RF (VSAT Modem) Performance

e Modulation constellation (MODCOD). This indicates the constellation and FEC code
rate.

o DL SNR (dB)
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e Receive (Rx) power (dBm). >=-60 dBm is a good Rx power.

e Transit (Tx) power (dBm). >=30 is a good Tx power.

For VSAT signal strength, see Table 3-5.
Table 3-5 VSAT Signal Strength

29dB and more Excellent
20dB — 28dB Better
11db — 20dB Good
10dB and below is bad Poor

3.2.8 LTE Controller

Once the K4 Edge is configured, you can view analytics from the LTE modem connected to the
Edge Server.

To manage the LTE controller, perform the following steps.
1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.

2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
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3. Click LTE Controller. The LTE Controller page appears, see Figure 3-19. For details about
the LTE controller, see Table 3-6.

LTE Controller (K4-ILOB3)

SIM Details A Celular Indicators @

40200
Vodafone noo_ s TMobile | 7 ATAT 5 3 TMobile | A Modem  Stws  Operator Stength  Band

o g v @ - soaa o |y wvme | cat R—
o P— ® o = 5 UG —— T e -
. ] = foter @ L M) ] O o mm | g fover s a s al e

[ ] ®cn — A - - Cell 4 [ ] T-MOBILE [11] l eutran-4 2.25 GEB, 20h 43mins.
A P - sl - - Last1 v S
Performance
Vo records fou

Vessel Path

Figure 3-19 LTE Controller
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10005

10010

T 5.047
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110002
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Data Usage / Rate

Figure 3-20 Performance Chart

Return

InService
234159539052048
89441000304151607435

Vodafone
Enabled

Slot 11 SIM Details
internet

State

Service Provider
IMSI

lCCiDr

Roaming
Configured APM

Figure 3-21 SIM Details

Return
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Configured APN WA 4

internet

Username [optional)

web

Password (optional)

web

Reset to default ]

Figure 3-22 Configured APN

Return

®
-120

Signal Strength Threshold (dBm) X

" | ol .|I| .|I||

-111 -1072 -93 -85 -80

Figure 3-23 Signal Strength Threshold

Return
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Alert

LTE Service will be restarted upon Signal Strength Threshold
update. Please wait for this screen to refresh in few minutes.

Figure 3-24 Signal Alert

Return

Table 3-6 LTE Controller Information

To view the performance chart basis on the
Details about the SIM per || data usage and signal strength, click the SIM

SIM slot are available. details section. The chart becomes available,
Following are the statuses || see Figure 3-20.
of the SIM.

To view details about a SIM, click the service
provider in the SIM details section. The Slot
SIM Details pop up window appears, see
Figure 3-21.

e (®_ |nService. This
indicates that the SIM
is in use.

e @ Available. This
indicates that the SIM

To modify the APN, perform the following

SIM Details is available, but it is
not in use. steps.
* _.._Empty_ This 1. Click . The Configured APN section
indicates that the SIM becomes available, see Figure 3-22.

is ready to use. _ _ _
2. Modify the details and then click +.

° . Unknown. This
indicates that the SIM Or,
is available in the slot To reset the APN to default, click Reset to

but details about that

SIM are not available default.
in the database. The APN is reset to the default
configuration.
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A

Provides information
about the SIMs not
available in the slot.
However, details about
the SIMs are available in
the database.

To view details about the missing SIMs, click
A.. A list of the missing SIMs is displayed.

Modem

List of the LTE modems.

NA

Status

Status of the respective
modem displays.

Where,

Red square indicates that
the modem is inactive and
not in use.

Green Square indicates

that the modem is active
and in use.

NA

Operator

e List of the operator
displays.

e Slot number of the
SIM of the operator
displays in the square
bracket. This is an
example.

VERIZON [6]

NA

Strength

e The strength of the
signal is displayed.

e You can configure the
signal strength
threshold. If the
current signal strength
is less than the signal
strength threshold,
then the signal
strength is considered
as bad signal strength.

To configure the signal strength threshold,
perform the following steps.

1. Click @ to the corresponding Cellular
Indicators. The Signal Strength
Threshold (dBm) pop up window
appears, see Figure 3-23.

NOTE: dBm stands for decibels per
milliwatt and dB stands for
decibels.
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Therefore, the network
having the signal
strength more than the
signal strength
threshold is searched.

Or,

If the current signal
strength is more than
the signal strength
threshold, then the
signal strength is
considered as good
signal strength.

Click the signal strength.

Click Save. The Alert pop up window is
displayed, see Figure 3-24.

4. Click OK.
The signal strength threshold is updated.

To view the signal strength of the cell, point
the mouse to the signal under the Strength
field.

The band of the signal is

duration is displayed.
Otherwise, the status of
the operator is displayed.

Band displayed. NA
If the modem is active,
then the quantum of the

Details data consumed with NA

The Vessel Path displays the path traveled by vessel.

To view the performance chart of the service providers, in the All Service Providers list,

click a service provider.

To view the performance chart of the SIM, in the All SIMs list, click a SIM.

To view the performance chart of the cellular, in the All Cellular list, click a cell. The data
usage rate chart and signal strength chart become available under the Performance
section. For details about the signal strength, see Table 3-7.

Table 3-7 LTE Signal Strength

-80 or near to zero (0)

Excellent

-80 to -90

Good
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-90 to -100 Mid Cell
-100 or less Poor
| RefrencoSignalRecebed Qualty RSRQ)dB |
-10 or near to zero (0) Excellent
-10to -15 Good
-15t0 -20 Mid Cell
-20 or less Poor
_ sgmltomterdoronce&NoiseRatio(SNR)B |
>=20 Excellent
13t0 20 Good
0to 13 Mid Cell
<=0 Poor

3.2.9 VolIP Controller

Once the K4 Edge is configured, you can view analytics from the LTE modem connected to the
Edge Server.

To manage the LTE controller, perform the following steps.

-

Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-7.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
3. Click VolIP Controller. The Grandstream Device Configuration page appears.
4

Click the STATUS tab. The STATUS configuration page appears, see Figure 3-25.
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MAC Address:
WAN IPv4 Address:
WAN IPv6 Address:

Product Model:

Serial Number:

Hardware Version:

Software Version:

Software Status:
System Up Time:

CPU Load: 18%
Network Cable Status: WAN -- Up 1000Mbps Full ~ LAN -- Down 10Mbps Half
PPPoE Link Up: Disabled
NAT: Unknown NAT

Port Status: [port  [Hook User ID Registration
FXS 1|On Hook|[19542413578|Registered
FXS 2/|On Hook|[19542107554| Registered
FXS 3//On Hook Not Registered
FXS 4/|0On Hook Not Registered
FXS 5/|/On Hook Not Registered
FXS 6//On Hook Not Registered
FXS 7/|0On Hook Not Registered
FXS 8/|On Hook Not Registered

Port Options: |port  |[DND|| Forward|| Busy Forward| Delayed Forward|CID|[Call Waiting||[SRTP

EXS 1|No Yes ||Yes No
EXS 2{No Yes ||Yes No
FXS 3N Yes IYes No

WAN -- C0:74:AD:21:60:57

Grandstream Device Configuration

LAN -- C0:74:AD:21:60:56 (Device MAC)
192.168.100.16

HTS818
207GKTHL31216056
V1.5A Part Number -- 9610006115A

Program -- 1.0.19.11
CPE -- 1.0.1.141

Running Mem: 30652
14:16:46 up 7 days

Bootloader -- 1.0.19.4 Core -- 1.0.19.3 Base -- 1.0.19.11

Figure 3-25 Configure Status of VolP Adapter

. _______________________________________________________________________________________________________________________________________________|
NOTE: For details about the Grandstream VolP adapter, see Voice over Internet

Protocol Interface on page 23.
5. Configure the status of the device.

6. Click the PROFILEL tab. The PROFILE1 configuration page appears, see Figure 3-26.
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Profile Active:
Primary SIP Server:
Failover SIP Server:

Prefer Primary SIP Server:

Outbound Proxy:
Backup Outbound Proxy:

Prefer Primary Outbound
Proxy:

Allow DHCP Option 120
(override SIP server):

SIP Transport:

SIP URI Scheme When

Using TLS:
Use Actual Ephemeral Port
in Contact with TCP/TLS:

NAT Traversal:

DNS Mode:
DNS SRV use Registered IP:
Tel URI:

Use Request Routing ID in
SIP INVITE Header:

SIP Registration:
Unregister On Reboot:

Outgoing Call without

O No

Grandstream Device Configuration

® Yes

| siptrunk.net2phone.com

@® No

O Yes (yes - will register to Primary Server if Failover registration expires)

| siptrunk.net2phone.com

® No

@® No
@® upp
O sip
® No

@® No

O Yes (yes - will reregister via Primary Outbound Proxy if registration expires)

O Yes

O T1CcP O TLS (defaultis UDP)
@ sips
O Yes

O Keep-Alive O STUN O UPnP

® A Record O SRV O NAPTR/SRV

@® No O Yes
Disabled v |
®No OYes
ONo @ Yes
@® No O Yes

>

o

Figure 3-26 Configure Profilel of VolP Adapter

7. Configure the first profile of the device.

‘ (e.g., sip.mycompany.com, or IP address)

‘ (Optional, used when primary server no response)

‘ (e.g., proxy.myprovider.com, or IP address, if any)

‘ (e.g., proxy.myprovider.com, or IP address, if any)

8. Click the PROFILE2 tab. The PROFILEZ2 configuration page appears, see Figure 3-27.

111



Profile Active:

Grandstream Device Configuration

@® Yes

Primary SIP Server: | ‘ (e.g., sip.mycompany.com, or IP address)
Failover SIP Server: | ‘ (Optional, used when primary server no response)
Prefer Primary SIP Server: @® No O Yes ( yes - will register to Primary Server if Failover registration expires)
Outbound Proxy: | ‘ (e.g., proxy.myprovider.com, or IP address, if any)
Backup Outbound Proxy: | ‘ (e.g., proxy.myprovider.com, or IP address, if any)
Evefer Pxlmary Out;::;: ® No O Yes (yes - will reregister via Primary Outbound Proxy if registration expires)
SIP Transport: ® UDP O TCP O TLS (default is UDP)
SIP URI Scheme When O s @ si
Using TLS: StP SIps
Use Actual Ephemeral Port
in Contact with TCP/TLS: © Mo O Yes
NAT Traversal: @® No O Keep-Alive O STUN O UPnP
DNS Mode: ® ARecord O SRV~ O NAPTR/SRV
DNS SRV use Registered IP: ® No O Yes
Tel URI: |Disabled v |
Use Request Routing ID in
SIP INVITE Header: D10 OYes
SIP Registration: O No @ Yes
Unregister On Reboot: ® No O Yes
OutgongCaH u“zt}{ou{ ONo ® Yes
egistration:
Register Expiration: |60 (in minutes. default 1 hour, max 45 days)

Figure 3-27 Configure Profile2 of VolP Adapter

9. Configure the second profile of the device.

10. Click the FXS PORTS tab. The FXS PORTS configuration page appears, see Figure 3-28.
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Grandstream Device Configuration

User Settings

Port SIP User ID Authenticate ID Password Name Profile ID Hunting Group Request URI Routing ID  Enable Port
1 [19542413578  |[7385349556 || I |[Profile 1 v |[None v| | | O No @ Yes
2 [19542107554  |[7385349556 || I |[Profile 1 v ][ None v| | | O No @ Yes
3 ‘ H [I H |\Proﬁle1 v|[None v| | | O No @ Yes
4 ‘ H [| H |\Proﬁle1 v|[None v| | | O No @ Yes
5 | I I Il |[Profile 1 v|[None | | O No ® Yes
6 ‘ H H H HMHMJ | O No @ Yes
7 ‘ H H H Hpr"ﬁ"” v|[None v| | | O No ® Yes
8 ‘ H H H |[Proﬂle1 v|[None v| | | O No @ Yes

Port Offhook Auto-dial

0 - A B W N -

Figure 3-28 Configure FXS Ports of VolP Adapter

The VolP adapter is configured successfully, and the K4 Edge configuration wizard becomes
available.
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4 Debugging

You can debug or troubleshoot the common issues that arise on the vessel

4.1 Client cannot connect to the network

If the MAC address of the device of the client is not assigned to the network, then the client
cannot connect to the network.

To verify whether the MAC address of the device is assigned to the network, perform the
following steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
3. Click Configuration Wizard. The home page appears, see Figure 2-3.

4. Click Access Networks. The Access Networks page appears, see Figure 2-12.

5

Perform steps to view network usage. For details, see Viewing Network Usage Data on
page 54.

If the MAC address of the device is unavailable, then the client cannot connect to the
network.

However, you can view the historical details about the network and device to verify whether the
MAC address of the device is assigned to the network.

To view the historical details about the network, perform the following steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
3. Click Usage Status. The Usage Status page appears, see Figure 3-13.
4

Perform steps to view details about the network and device. For details, see Top Networks
on page 96 and Top Devices on page 99.

If the MAC address of the device is unavailable, then the client cannot connect to the
network.
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4.2 Client cannot access the internet

If the internet of a network is paused, then the entire device connected to that network cannot
access the internet. If the internet of a specific device is paused, then that device cannot access
the internet.

To verify the status of the internet of the network and device, perform the following
steps.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.

2. Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
3. Click Usage Status. The Usage Status page appears, see Figure 3-13.
4

. Verify whether the internet is paused for the network under the Top Networks section. If the
internet is paused, then resume the internet. For details, see Top Networks on page 96.

Or,

Verify whether the internet is paused for the device under the Top Devices section. If the
internet is paused, then resume the internet. For details, see Top Devices on page 99.

4.3 Client cannot access an application

If the application, or domain, or IP address of the domain is blocked while configuring the traffic
policy, then the client cannot access the application.

To verify the device traffic policy, perform the following policy.

1. Log on to the K4 Edge server. The Internet Status page appears, see Figure 3-1.
Click vertical ellipsis, see Figure 2-4. The options become available, see Figure 3-3.
Click Other Settings. The Other Settings page appears, see Figure 2-35.

Access the Device Traffic Policies section.

Verify the device traffic policy.

Click Traffic Policies. The Traffic Profiles page appears, see Figure 2-30.

Click Device.

Click to the corresponding traffic policy.

© © N o a0 ~ DN

Access the Application Policy Profile section.

Verify the rules configured and allow the application.
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